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Ubiquitous connectivity and pervasive use of smart devices, powered by the emergence of cloud
computing, are changing the way we live and work in the 20" century. We increasingly depend on the
Internet, the computing infrastructure and the data networks for just about every aspect of our daily life.
Consumers use the Internet to access information, manage finances, obtain wide range of products and
services, communicate and share information with colleagues, friends, and families. Businesses use the
Intern t to carry out transactions with their customers and with one another. Governments rely on the
Internet to conduct federal and state government affairs and deliver services to their citizens.

With this increasing dependence on the Internet and the integration of the various computing and
networked services, the disruption of the Internet connectivity and the availability of networked services
may have profound impact on the lives of many individuals as well as the economic viability of businesses
and organizations. Similarly, the security of nations is directly linked to the availability, survivability, and
dependability of the Internet and the many Internet based data networks. Therefore, prolonged or
unpredictable unavailability of networked services is unacceptable. One of the grand challenges in the
20" century is to devise approaches to ensure that networked services can survive unexpected security
and availability challenges, such as attacks, large-scale natural disasters and faults, in a timely manner.
Self-organizing networks and systems, especially self-managed wireless adhoc networks, powered with
situational-aware proactive computing, will play an important role in meeting this grant challenge.

A self-organizing network is a network that can automatically extend, change, configure and optimize its
topology, coverage, capacity, cell size, and channel allocation, based on changes in location, traffic
pattern, interference, and the situation or environment. Wireless Ad-hoc networks is a special class of
self-organizing networks, where capabilities or existence of links, capabilities or availabilities of nodes or
network services are considered as a random function of time. An ad-hoc network has no fixed
infrastructure or predetermined topology. No fixed centralized entity controls the network [10]. An ad hoc
network is a (possibly mobile) collection of communications devices

(nodes) that wish to communicate, but have no fixed infrastructure available, and have no pre-determined
organization of available links. Individual nodes are responsible for dynamically discovering which other
nodes they can directly communicate with. A key assumption is that not all nodes can directly
communicate with each other, so nodes are required to relay packets on behalf of other nodes in order to
deliver data across the network. A significant feature of ad hoc networks is that rapid changes in
connectivity and link characteristics are introduced due to node mobility and power control practices. Ad
hoc networks can be built around any wireless technology, including infrared and radio frequency (RF)
[9,10,13,28].

The simplest Ad Hoc network can be seen as a wireless radio network between a collection of vehicles,
ships, aircraft, or even people on foot, operating in a geographical area with no networking infrastructure.
Many examples of such scenarios come to mind: Cars and trucks on country highways or freeways,
Scientists on field outings, A group of school-children on an outing into a national park, all carrying
laptops or PDAs, A meeting where all participants have a laptop. The range of possible situations in
which Ad Hoc networking can be exploited is huge. A robust Ad Hoc networking scheme frees the
individual from the geographical constraints of the fixed network. In this respect it is fundamentally
different from established mobile wireless networking, in which mobile nodes need to remain within the
coverage of a wireless base station, connected to the fixed network infrastructure.

The technological challenges of ad hoc routing are not trivial: The topology will vary because some nodes
will move in and out of wireless link range of the other nodes in the network. Therefore the number of



hops between source and destination will vary as well. Network throughput will also vary because the
larger the number of hops, the greater the routing delay will be, and thus the throughput for a finite buffer
size will decrease. When the distance between wireless nodes increases, the signal to noise ratio
decreases and the achievable throughput is reduced. Routing problems fall into two categories: Route
discovery and Route maintenance. The routing can also be divided into two different models: Proactive
routing, where the routing tables in all nodes are continuously updated. Reactive routing, where the
routing tables are only updated on demand. Proactive routing should be used when the node mobility is
low and the utility traffic has real time demands. Reactive routing is used when the demand for real time
transmission is low. Route discovery is only carried out when a new route is needed or when an old route
is no longer in working order.

Another technical challenge is scaling. [5] shows a very interesting result based on a simple interference
model. If there are N nodes in a bounded region, the total throughput capacity of an ad hoc wireless
network grows at YN which implies that the throughput per node decreases at 1/VN. Thus, with a large
number of nodes, the performance per node approaches zero. The number of route updates will also
increase with the number of nodes. This is obviously a scaling problem [11].

The third challenge is the limited battery power supply of the mobile nodes. Forwarding packets for
routing updates or other parties’ utility packets may tempt users to turn off their equipment, and only turn
it on when they want to communicate themselves.

This problem has both psychological side and technological side. Technological solutions may be to
make the batteries last longer by making better batteries, making the transmitter power adapt to the
wireless path length, and letting the equipment go into sleep mode when there is no traffic. A
psychological solution may be to give the (owners of the) nodes some form of credit when other parties’
packets are forwarded.

The most serious challenge is that of security. Some of the literature [1,11,14,15,22,23,24,28] has
security in wireless ad hoc networks as its main theme. All of them describe principles and methods for
adding security to existing ad hoc routing protocols, where security was not an issue from the beginning.
A very limiting factor today is the capacity of the terminals. When n terminals, each having a capacity C
work closely together to form an ad hoc network, the useful capacity C, of each terminal (because of
interference) [43] is Cy = C/Nn. With 100 terminals in the network, the useful capacity of each terminal will
be only 10% of its original capacity. The routing protocol may use 70 — 80% of this capacity if the
terminals are highly mobile [44]. To make the ad hoc network secure, some form of authentication is
necessary, which easily can use the rest of the capacity, especially if it is based on public key
infrastructure and threshold cryptography.

Security in self-organizing networks is characterized by availability, integrity, confidentiality, authenticity,
and accountability. The basic challenge of maintaining security and reliability of self-organizing networks
is to handle trust and to have efficient and working security and networking mechanisms under ever
changing conditions in ad-hoc networks, where nodes roam freely, communicate with one another via
multi-hop, error-prone wireless communication, and may join, leave, or fail dynamically.

Availability is defined as the ability to deliver a set of resources or services at a given point in time, or
continuously within a given time interval. Availability hence requires that the network can withstand
denial-of-service attacks. Availability is probably the most important security attribute, as resources that
are never available lose all utility. Much of contemporary computer security bases itself on the ability of a
subject to contact a trusted entity somewhere in a given network. For a network with defined and
reasonably stable links, this is usually not a problem. Link and node downstate are exceptions rather than
the rule, and are usually caused by a fault somewhere. However, this is no longer the case for self-
organizing ad-hoc networks, where the network is no longer a strongly connected graph, and arbitrary link
or process behavior are considered normal.

Integrity deals with the detection of unauthorized operations on data in a system. The restoration of
damage after unauthorized operations have occurred is usually considered a part of dependability, while
the prevention of the unauthorized operations is typically taken care of by authentication and access



controls. A message authentication code (MAC) allows the detection of some types of data modification
with a reasonably high probability. It does not take care of fault-tolerance, such that provided by error-
correcting codes, as it cannot supply. As an example, a MAC computed by the operating system kernel in
its role as reference monitor, is well suited to detecting integrity breaches involving violation of processes’
memory spaces, etc. The same MAC, however, cannot detect integrity violations carried out by an
application misbehaving, because the application for all intents and purposes appears to be acting
legitimately. Thus integrity borders closely on, or encompasses, legitimate usage.

Confidentiality is about controlling the ability of any given subject to extract information from an object.
The types of data are relevant in a confidentiality context include (a) Secret content (such as offers during
contract bidding); (b) Data that can identify a physical person; and (c) Data that can reveal preferences
and habits of a physical person. Encryption is the fundamental method for protecting confidential data.
The encryption in itself is not more challenging in a self-organizing network than in any other network.
The challenge with data confidentiality is connected to the changing trust relationships, and thereby key
distribution and management. Another challenge is to figure out what data to protect.

Protection of anonymity and privacy is another fundamental problem in self-organizing networks, as the
self-organizing techniques are often based on collecting data about users and usage. Wireless multi-hop
routing (intelligent relaying and ad hoc network), require information about neighbors, hence protection of
anonymity and privacy is a major challenge in such networks. Anonymity is to conceal the identity
involved in some process [12], whereas privacy is wider [7]: the right to control or influence what
information related to them may be collected and stored by whom that information may be disclosed.

Authenticity in self-organizing wireless ad-hoc networks refers to three types of authentications:
authenticity of origin, authenticity of identity, and authenticity of location. Authenticity of origin deals with
proving or disproving the claimed identity of the creator of some data, be it art, code or something else.
Authenticity of identity deals in general with proving or disproving the identity claimed by a subject.
Authenticity of location deals with verification of claimed locations of a mobile node. Authentication is
fundamental when providing users of a network with security. Without at least some degree of
authentication, effective access control becomes impossible. In a distributed system, any implementation
of an authentication system necessarily involves trust management. It is shown that the use of
asymmetrical cryptography is computationally very intensive, compared to symmetrical cryptography; if
hardware based cryptography about 100:1 and for software based cryptography about 1000:1 [29].
Therefore authentication based on software and unsymmetrical cryptography is so far considered out of
the question for mobile hosts with limited processor power and battery life. For ad hoc networks, node-to-
node message authentication should be used [22]. In general, due to rapid and frequent topology
changes, security mechanisms for self-organizing networks need to be computationally and signaling
efficient.

Key management service is required in ad-hoc networks [28]. It uses cryptographic schemes, such as
digital signatures, to protect both routing information and data traffic. A public key infrastructure is the
best way to distribute keys in the network and at the same time achieve integrity and non-repudiation.
After authentication, shared secret keys schemes are used to obtain secure communication. In a public
key infrastructure, each node has a private and public key pair. The public keys may be distributed to
other nodes, while the private keys have to be kept confidential at the individual nodes. The public keys
are usually bound to the individual nodes through a trusted third party, the certification authority, CA. The
certification authority also has a public and private key pair. All nodes know the public key of the CA. The
CA can therefore sign certificates binding public keys to nodes. The trusted CA has to stay continuously
on line because the nodes enter and leave the network at all times, requiring new certificates. If a node is
no longer trusted, its certificate has to be revoked.

It is problematic to base an ad hoc network on a single CA. If the CA is off line, it is impossible to
establish trust between nodes. The CA will be the most vulnerable part of the network and will be the
target for attacks or can be taken over by an adversary, leaking all the secret keys. To improve the
availability of the CA, it may be replicated, but straightforward replication of the CA will make the service
even more vulnerable. If any of the replicas is compromised, the whole network is compromised. A



solution to this dilemma is threshold cryptography [41]. The certification authority is distributed between n
nodes in such a way that if less than r servers are compromised, it is possible to trust the remaining (n-r)
servers to sign certificates. It is also impossible for an adversary to obtain the secret keys if less than r
servers are available to him. (r is the threshold number of servers in the scheme, n is the total number of
CA servers.). [26] evaluated an ad hoc network with public key infrastructure and a threshold based
certification authority through computer simulations. They found that the scheme was working well, but
certification, authentication and routing messages used about 80% of the network’s capacity. The nodes
with CA functionality were provided with additional processing capacity.

Research community in self-organizing networks is exploring alternatives to PKI and threshold
cryptography. One example is the scheme described in [22], using the principle of the resurrecting
duckling and secure transient association. This solution requires considerably less processing and battery
power. This research can also benefit from exploring and extending the research results in link-spam
analysis [2,3], securing publish-subscribe networks [17], secure broadcast [16,19], and peer to peer trust
[25].

To sum up, the main challenges with securing self-organizing networks are:

e How to balance between cryptography-centric design and network performance centric design?

e How to provide attack-tolerant solutions for securing self-organizing networks?

¢ How to device security guards in a collaborative networking environment without trusting each
individual?

e How to protect privacy and anonymity of both message content and message source and
destination?

e How to build a self-organizing secure network in a dynamic topological mobile ad-hoc network?
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