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Abstract: Secure communication among large numbers of randomly scattered wireless sensor
nodes usually requires pair-wise keys. In all existing schemes of secured communication pair
wise keys are generated and distributed to nodes wishing to communicate. The key generation
phase is usually well-secured but the key distribution is vulnerable to security threats. In this
work, we investigate the key distribution problem in large wireless sensor networks and present
one of two secure communication schemes we developed. Unlike others, our schemes do not
store a key chain in the memory from a universal key space and eliminate key broadcast. We
have made the key generation phase relatively more secured with the use of location information.
Authentication of sensor nodes is also an important issue and has been taken into consideration
in our schemes. Simulation of our schemes illustrate that they outperform some existing key
schemes and incurs less transmission and storage cost.
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Introduction

In this paper we present secured communication scheme in Wireless Sensor Network (WSN)
[1, 2]. The contributions of this paper are:

a. The use of geographical location as one of the parameters to strengthen our security
scheme.

b. A way to avoid key-distribution and to reduce the cost of securing the network.

c. A comparison of their performance with some existing schemes to illustrate the strength of
our schemes.

The idea of key broadcast [7, 8, 9] seems useful; however, in reality it is fairly unreliable [14],
especially for devices with IEEE 802.15.4 radio packets, a de facto standard in WSN. While the
maximum broadcast packet size is a few kilobytes of payload, an individual 802.15.4 radio packet
only carries about few hundred bytes of data and this mode is inherently unreliable because the
list of recipients is unknown. Hence, schemes that transfer packets with subset of keys may lose
a portion of data as they would be fragmented during broadcast. For these reasons we took a
different approach for generating and using the keys for communication instead of distributing
them to nodes wishing to communicate.

Our Security Schemes: Several works have discussed the problem of devising a secure
mechanism for key generation and distribution [4, 5, 6, 7, 8, 9, 10, 11, 12]. Authentication of
sensor node is also a major area of research while developing schemes for key generation and
distribution. Our analysis of existing schemes identifies key-distribution portion as one of the most
time consuming activities which can be avoided altogether for establishing inter-node
communication. Thus, our objective is to develop cost-effective and reliable communication
schemes by avoiding key broadcast to eliminate a certain portion of risk involved in transmission
loss (leading to redistribution of keys and more consumption of power).

For our work we use a WSN and divide it into clusters. Each cluster has a head node (H)
which communicates wirelessly with its nodes. We have used the location (Lon-L/Lat-L) to
develop our scheme referred to as Location-dependent Hash (LH) chain based scheme. To the
best of our knowledge L/L has not been used in any earlier works.

LH Scheme: It uses (L/L) of sensor nodes to generate the individual key sets which are then
used to generate the common pair-wise key for any two nodes wishing to communicate. This



approach makes sure that no two nodes can have any keys in common. The pair-wise key
generation scheme has two steps: (a) deployment of sensors and individual key generation by
nodes using (L/L) and (b) authentication of sensor nodes and generation of pair wise key. Figure
2 shows our scheme of using location information in hash chains to generate individual key rings.
H generates its key using hash function h and passes it to the next node of the cluster. The key
generation continues until the last node of the cluster has generated its key. In our scheme we
require three keys in the key ring set of each node. Since key generation is hash chain based,
only H has the ability to generate individual keys for any node in its cluster as it knows the
location of all the nodes in its cluster. The H uses this concept later in the pair wise key

generation mechanism.
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Figure 2. Hashing of Location Information for individual key generation

Authentication of sensor nodes and generation of pair wise key: We consider two nodes A
and B with identities ID, and IDg respectively in the same cluster and show how pairwise keys for
them are generated (Figure 3). Suppose A has Kai, Ka, and Kuaz and B has Kgy, Kgy and Kags.
These individual keys have been generated by the three hash chains discussed above.
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Figure 3. LH Scheme.

H checks the authenticity of these two nodes before it generates the pairwise key for A and B.
H checks the identifier of A and initially assumes that A is a local node of the cluster. Since all the
keys of A were earlier generated by using a hash chain starting from H, it can re-hash multiple
times and calculate all the three keys of A. It decrypts Exa; (by applying the three keys of A using
trial and error method) and get two keys of A in the message. H authenticates A if two of the three
generated keys match with the key pair in the message. H also knows that A wants to
communicate with B (the encrypted message sent by A to H includes the identifier of the node it
wants to communicate with) so it generates the individual keys of B using hash chain and stores it
into its memory together with the individual keys of A. H authenticates node B next.

After a successful authentication of A and B the common pairwise key generation starts. H
randomly selects the individual keys of A and B (say Ka Ka» Kgo Kgs) and generate Kug =
Ka1 @Kar Ko, @Kz (Common key for A & B generated by XORing). H sends K,z and IDg to node
A by encrypting it with K,; and Kag and 1D, to node B by encrypting it with Kg;. Nodes A and B will
decrypt this common pairwise key and ID information by using their respective keys Kn; and Kgj.
Node A understands that this pairwise key is to communicate with a node in its cluster with
identifier IDg. Similarly, node B understands that this pairwise key is to communicate with a node
in its cluster with identifier ID,. The algorithm for pair wise key generation is summarized below:



a. A sends its ID, and an encrypted message Ega; (containing two randomly chosen keys of A
and IDg) to H requesting a pairwise key K g. The message is encrypted using one of the keys
of A, say Ka;.

b. H decrypts the message using key K,; (it can generate all the three keys of A using hash
chain) and verifies A is an authenticate node. It also generates the three individual keys of B.

c. H sends an encrypted message Exg; to B requesting its ID and the other two keys of B.

d. B decrypts this message Exg: using Kg; and sends back an encrypted message Egg:
(containing IDg and two other keys of B say Kg, and Kgs). The message is encrypted using
one of the keys of B, say Kg;.

e. H decrypts this message using key Kg; and authenticates B.

f. H generates common pairwise key Kag by XORing the randomly chosen keys of A and B.
(Kag = Kn1 @ Knz @ Kgp @ Kgg).

g. H sends the common pairwise key Kag and IDg to A by encrypting it with Ka;.

h. H sends the common pairwise key Kag and ID4 to B by encrypting it with Kg;.

A and B may now communicate with each other using the common symmetric key. Figures 5 and
6 records our result. Note that the graph also includes the performance of our second scheme
referred to as LNH.
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Fig. 5 and 6. Data Transmission and storage utilization comparison in all the Schemes.
Conclusion

In this work we have presented one of the two unicast based pairwise key generation and
distribution schemes. A prominent feature in the key generation process in the LH scheme
includes generation of one way hash key chains. Broadcast of key ring sets have been avoided
(due to the inherent feature of unreliability of data broadcast in sensor nodes) unlike other
schemes. This idea has led to significant reduction of cost in terms of transmission and storage.
We compared our LH scheme with other schemes (Basic scheme, Random pairwise scheme and
Q-Composite scheme, which are broadcast based) and evaluated how its performance in terms
of total data transmission and memory storage in a cluster. Simulation and analysis shows LH
scheme significantly outperforms all the broadcast based schemes in both the parameters. Thus,
we can safely argue that unicast based schemes perform better than conventional broadcast
based schemes during pairwise key generation and distribution in wireless sensor networks.
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