CS 317: Computers and the Law a/k/a Intellectual Property for the Computer Scientist

Missouri University of Science and Technology

Spring 2009

Randy L. Canis 

TEST 3 – Final Exam

Monday:  7:00 p.m. -9:30 p.m.
Instructions:

Every question is worth 2 points for a total of 100 points.  You may not use a partner for this exam, but it is open book, open note and open Internet.  Submit your answers on the excel document that is available on the web site, and not in this document.  All answers must be either A, B, C or D or they will not be scored correctly (although a question may have more than 1 right answer).  Pick the best answer.  Good luck and have a great summer!

1 – Does a digital music card qualify under the Audio Home Recording Act of 1992 (AHRA) as a digital audio recording device?

A – YES

B – NO

2 – At the time of passage of law, for what type of devices was the AHRA intending to cover?

A – CDs

B – MP3s

C – DATs

D – All of the above

3 –A hard drive does not qualify under the AHRA as a digital audio recording device because it is not a material object within the meaning of the statute.

A – True

B – False

4 – Uploading names of copyrighted MP3 files of another without permission to a search index to enable other users to copy the MP3 violates which of the following exclusive rights:

A – §106(1)

B – §106(3)

C – §106(6)

D – It is not a violation of an exclusive right.

5 – Downloading copyrighted MP3 files of another without permission violates which of the following exclusive rights:

A – §106(1)

B – §106(3)

C – §106(6)

D – It is not a violation of an exclusive right.

6 –You operate a peer-peer file swapping service and have the ability have to selectively block users’ access to the service, and a specific user continually violates the copyright right of others by posting copyrighted song files without permission.  If you fail to block the user’s access to the service and remove the song files after you have been given specific notice about the song files, ignoring the possible staple article of commerce defense you have committed which of the following:

A – Vicarious Copyright Infringement

B – Contributory Copyright Infringement

C – A & B

D – None of the above.

7 – If you offer a peer-to-peer file swapping service as freeware that does not charge users money for using the service and you have no advertising associated with the service, can you still be found liable for vicarious copyright infringement when users swap copyrighted MP3 files?

A – Yes

B – No

8 – The staple article of commerce doctrine provides a defense to:

A – Vicarious copyright infringement

B – Contributory copyright infringement

C – Direct copyright infringement

D – None of the above

9 –The Supreme Court’s decision in MGM v. Grokster resolved the split among the circuits regarding the staple article of commerce doctrine.

A – True

B – False

10 – Linking to a website that offers software that enables circumvention of CSS protection is a violation of the DMCA.

A – Yes

B –  No

C – Maybe

11 – Is a fair use defense available to a person that offers and provides technology designed to circumvent technological measures that control access to a work?

A – Yes

B – No

12 – How many classes of works are currently subject to exemption under 1201(a)(1) by the Library of Congress?

A – 1

B – 4

C – 6

D – 11

13 – A device sold in the US that modifies the rules of a specific computer game:

A – Violates the DMCA.

B – Will be considered a fair use.

C – Is only legal when authorized by the company manufacturing the computer game.

D – None of the above.

14 – A device sold in the US that allows for playing of a DVD purchased outside of the US region:

A – Violates the DMCA.

B – Will be considered a fair use.

C – Is only legal when authorized by the company manufacturing the DVD.

D – None of the above.

15 – If you fall outside of a safe harbor of the DMCA, does that mean you are liable for infringement?

A – Yes

B – No

C – Maybe

16 – Which DMCA exemption relates to content stored in a user’s account with an ISP and available online?

A – 512(a)

B – 512(b)

C – 512(c)

D – 512(d)

17 – Your company must register a DMCA agent to take advantage of the safe harbor liability relating to material online under 17 U.S.C. §512(c).

A – Yes

B – No

C - Maybe

18 – A search engine that links to infringing content may be subject to which of the following safe harbor exemptions?

A - §512(a)

B - §512(b)

C - §512(c)

D - §512(d)

19 – The e-mail address for the administrative contact of the Twitter.com domain name is:

A – facebook@ twitter.com

B – admin@ twitter.com

C – domain@twitter.com

D – ev@obvious.com

20 – If you are concerned that your future actions may violate the DMCA, which of the following can you do?

A – Seek an exemption from the Library of Congress

B – File a declaratory judgment

C – A&B

D – None of the above

21 – Which term best describes a time period after which damages may not be obtained for a particular cause of action?

A – Statutory Damages

B – Statute of Limitations

C – Enablement

D – None of the above

22 – Which types of intellectual property protection could best protect utilitarian aspects of a new computer program?

A – Copyright Law and Trade Secret Law

B – Patent Law and Copyright Law

C – Patent Law and Trade Secret Law

D – Patent Law, Copyright Law, and Trade Secret Law

23 – An operator of which of the following websites is most likely be subject to personal jurisdiction anywhere in the country based strictly on their website content?

A – Auction website

B – College professor website

C – Radio station website

D – All are equally likely

24 – Can an employee structure of an organization be considered a trade secret?

A – No, the information is in the public domain

B – No, the information is obvious to someone of skill in the art

C – Yes, so long as the employee structure is novel

D – Yes, as long as efforts are made to keep the employee structure secret

25 – When can you file for a copyright registration on a computer software program that is original and creative?

A – When the program is saved to a hard drive

B – When the program functions as intended

C – A & B

D – None of the above

26 – Ignoring the DMCA, will reverse engineering of a software program be considered a fair use if the purpose is to obtain access to functional elements for the purpose of analyzing the security of the program?

A – Yes under 17 U.S.C. § 117

B – No under 17 U.S.C. § 106

C – Maybe under 17 U.S.C. § 107

27 – Can you recover both statutory and actual damages in a lawsuit for copyright infringement of a particular work?

A – Yes

B – No

28 – What does Copyright Circular 15A describe?

A – Duration of Copyright: Provisions of the Law Dealing with the Length of Copyright Protection

B – Copyright Registration for Computer Programs

C – Reproductions of Copyrighted Works by Educators and Librarians

D – Copyright Registration for Online Works

29 – Owning a patent on an invention gives a company the right to:

A – Practice the invention

B – Prevent others from practicing the invention

C – A & B

D – None of the above

30 – Under the doctrine of trespass to chattels, access that exceeds the scope of authority but is nonetheless nominal will:

A – violate the doctrine.

B – not violate the doctrine.

31 – Are you guilty of violating 18 U.S.C. §1030 if you hack into the Department of Energy’s central server but do nothing other than review files?

A – Yes.

B – No.

32 – Are you guilty of violating 18 U.S.C. §1030 if you create a computer virus that launches a denial of service attack against Google.com?

A – Yes.

B – No.

33 – Can someone be found guilty of sending pornographic images to a person believed to be a child, if the child is actually a police officer (and isn’t a child)?

A – Yes.

B – No.

34 – To trespass based on accessing a computer system, a plaintiff must establish: 
(1) defendant intentionally and without authorization  interfered with plaintiff's possessory interest in the computer system; or

(2) defendant's unauthorized use proximately resulted in damage to plaintiff. 

A – True

B – False

35 – Failing to keep records of performers involved in sexually explicit conduct that is ultimately posted on the Internet is a violation of Federal Law.

A – True

B – False

36 – What typically happens to a case when the 8th Circuit rules differently on a similar set of facts to a case that was previously decided before the 5th Circuit?

A – Another circuit breaks the tie between the circuits.

B – The losing party will typically appeal to the Supreme Court citing a split among the circuits.

C – Nothing.

D – The 8th Circuit cannot rule differently on a similar set of facts from the 5th Circuit.

37 –The factual information in a computer database is subject to copyright protection.

A – Yes

B – No

C – Maybe

38 – You can develop trademark rights without ever registering the trademark.

A – Yes

B – No

39 – Can two different parties have trademark rights on the same mark?

A – Yes, if they are in different geographic areas

B – Yes, if they have different goods and/or services that will not cause a likelihood of confusion with one another

C – A & B

D – None of the Above

40 – According to TESS, how many federal trademark applications have been filed that include the term Twitter?

A – 1

B – 3

C – 6

D – 9

41 – According to TESS, how many federal trademark registrations are registered to Google?

A – 39

B – 65

C – 72

D – 81

42 – Who would apply a blue pencil to a document?

A – Patent examiner

B – Judge

C – Licensee

D – Licensor

43 – How many claims are currently pending before the USPTO for US Patent Application No.:  2003-0000044?

A – 14

B – 17

C – 19

D – 0; the application has become abandoned

44 – The Patent Term Adjustment can extend a patent term beyond twenty years from the date of filing.

A – True

B – False

45 – For .us domain names, is the registry also a registrar?

A – Yes

B – No

46 – What is the next step you should take after locating a conflicting domain name?

A – Send a cease and desist letter

B – Perform a background investigation

C – Nothing, no further action should be taken

D – File a UDRP

47 – In resolving a domain name dispute, under which procedure/cause of action can you obtain damages?

A – ACPA

B – DMCA

C – Both

D – Neither 

48 – Can capturing keystrokes that are sent over a network to an Internet website be considered a federal offense?

A – Yes

B – No

48 – Why were sections of the Communications Decency Act of 1996 struck down by the Supreme Court?

A – The statutes were ambiguous on their face and therefore subject to selective enforcement.

B – The statutes were not narrowly tailored. 

C – The statutes abridged the First Amendment.

D – B & C

50 – I would like my final grade in this course to be:

A – A

B – B

C – C

D – Just pass me, I need to graduate.

Bonus Questions

· My opinion on the book is…

· What topic(s) would you have liked to have spent more/less time discussing?

· Any advice on how to improve the class for future semesters?
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