Privacy and Information Security Law
Missouri University of Science & Technology 

Fall 2016
Randy L. Canis, Esq. 

Test 1

Name: ____________

Instructions:

There are 15 multiple choice questions each worth 2 points for a total of 30 points.  Please pick the best answer from the choices available.  There are also 14 short answer questions worth 5 points each for a total of 70 points.  Your answers may be a few words, a single sentence, or a short paragraph.  Make sure your answers are complete as written without reference to non-included material. 
By submitting this test, you agree that your work on the test including your answers is your own.  While you may consult your book, notes, and any available recording, you may not consult with any other person including other students in completing your test.
Multiple Choice Questions:

1 – A warrant ______ required to avoid violating a person’s 4th Amendment rights when a party is conducting a search or seizure.

A – is always required

B – is never required

C – may be

2 – A warrant that properly establishes probable cause is needed by the police to obtain what kind of information in accordance with the 4th Amendment.

A – Cell site data
B – IP addresses

C – A & B

D – None of the above
3 – A bank must reveal certain financial transaction information to the government to comply with the Bank Secrecy Act.

A – True

B – False

4 – A search of an individual authorized by a judge under the Electronic Communications Privacy Act (ECPA) could still violate the 4th Amendment.

A – True

B – False

5 – Which of the following can affect whether a company has have violated the Song-Beverly Credit Card Act in accordance with the purchasing of an item using a credit card?

A – The timing of when the ZIP code was requested

B – Whether the transaction was conducted through a website

C – A  & B

D – None of the above

6 – If you represent on your website that a particular web service operates in one manner, but it really operates in a different manner in which you Internet users privacy information may be more exposed, you could subject to a claim that your services are false and misleading resulting in a FTC enforcement action.

A – True

B – False

7 – Without the patient’s permission, a physician can never disclose health information of his/her patient to another without being liable to the patient.

A – True

B – False

8 – Under HIPAA, an entity can be deemed a covered entity for certain services that it provides to patients and a business associate for other services that it provides to or on behalf of third parties.
A – True

B – False

9 – A defamatory statement that is spoken at a public gathering is:

A – Libel

B – Slander

C – A & B

D – None of the above

10 – The Communications Decency Act (CDA) prohibits a website from being liable for publisher liability when the information at issue is contributed by another.
A – True

B – False

11 – To write a book about someone who is famous, you need to obtain permission from that person or else you have violated that person’s right of publicity.
A – True

B – False

12 – You can violate someone’s privacy rights even if you do not disclose collected information to a third party.
A – True

B – False

13 – Only states that have passed laws to protect privacy have privacy rights at a state level.

A – True

B – False

14 – The Family Education Rights and Privacy Act (FERPA) is violated when a professor orally explains to a perspective employer about the student’s work ethic and classroom performance.
A – True

B – False

15 – A private right of action would enable an individual to sue a person or company that has violated his or her privacy rates (e.g., to recover damages for such a violation).

A – True

B – False

Short Answer Questions:
1.
How does a court balance a person’s privacy rights versus the need for the government to have information in accordance with the 4th Amendment?

2.
Under the 4th Amendment, are information that facilitates communications treated differently than the content of communications?  Explain.
3.
Does the FTC have the power to how a website accountable for violating the website’s own privacy policy?  Explain.
4.
What actions should you take if you want to increase the likelihood that a web user of your login website will be bound to your terms of use and privacy policy? Explain.
5.
How can a covered entity use protected health information (PHI)?  

6.
Can protected health information (PHI) that has been de-identified be used for marketing purposes?  Explain.
7-10.
If you secretly record a private conversation between friends and then publish a public blog posting detailing the private conversation, and the resulting story is embarrassing to your friends, which of the four privacy rights have you violated and why?  Explain with respect to each privacy right.
7.
First privacy right:

8.
Second privacy right:
9.
Third privacy right:
10.
Fourth privacy right:
11.
What was the significance of the Warren and Brandeis Article?  Explain.
12.
When can a school search a student for contraband on the student’s person?
13.
What types of intellectual property protection require filing for protection as a prerequisite?

14.
Does the U.S. Constitution expressly provide for a right of privacy? Explain.
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