Privacy and Information Security Law
Missouri University of Science & Technology 

Fall 2015
Randy L. Canis, Esq. 

Test 1

Name: ____________

Instructions:

There are 15 multiple choice questions each worth 2 points for a total of 30 points.  Please pick the best answer from the choices available.  There are also 14 short answer questions worth 5 points each for a total of 70 points.  Your answers may be a few words, a single sentence, or a short paragraph.  Make sure your answers are complete as written without reference to non-included material. 
By submitting this test, you agree that your work on the test including your answers is your own.  While you may consult your book, notes, and any available recording, you may not consult with any other person including other students in completing your test.
Multiple Choice Questions:

1 – The number of days an email is retained in storage by an ISP affects the ways in which the government may act to properly obtain the email in accordance with criminal law.
A – True
B – False
2 – An ISP revealing subscriber information that it has not promised to keep confidential and without a warrant violates the subscriber’s reasonable expectation of privacy with respect to the ISP.
A – True
B – False
3 – A school official needs to obtain a warrant before performing a search of a student at a school
A – Yes
B – No
C – Maybe
4 – Only student athletes can properly be subject to a random drug test at school.
A – True
B – False
5 – What forms of redress may be available if the government violates the 4th Amendment with respect to a person’s privacy?
A – Exclusion of all evidence derived from the illegally obtained evidence
B – A civil cause of action for damages
C – A & B
D – None of the above
6 – Under the 4th Amendment, when will a person be deemed to have a reasonable expectation of privacy?
A – A person has exhibited an expectation of privacy that meets those of an ordinary person in society
B – Society deems that a person’s expectation of privacy is reasonable
C – A & B
D – None of the above
7 – With respect to Postal Mail, the privacy afforded under the 4th Amendment differ for the contents of a latter relative to the outside information printed on the envelope containing the letter.
A – True
B – False
8 – A defamatory statement that is published in a newspaper is:
A – Libel
B – Slander
C – A & B
D – None of the above
9 – Image advertising may violate a person’s right of publicity.
A – True
B – False
10 – Recording an accident scene from a publicly viewable area violates at least one privacy right.
A – True
B – False
11 – There are no Federal Laws that protect specific acts that relate to the intrusion of seclusion.
A – True
B – False
12 – Disclosing truthful information about another can violate a right of privacy.
A – True
B – False
13 – The newsworthiness test may enable the media to broadcast an objectively and subjectively embarrassing video of a person’s behavior in a public forum meeting without violating a privacy right of the person.
A – True
B – False
14 – Revenge pornography is statutorily banned in all states.
A – True
B – False
15 – What kind privacy tort is associated with collection of information?
A – Intrusion upon seclusion
B – Public disclosure of private facts
C – False light
D – Appropriation

Short Answer Questions:
1.
Can a warrant properly be granted to an officer to search a computer for anything?  Explain.
2.
Does a police officer need a warrant to search someone’s cell phone if the person is being arrested?  Explain.
3.
Does a subscriber have a reasonable expectation of privacy for the content of emails stored with an ISP?  Explain with relation to a government action, the 4th Amendment, and the SCA.
4.
With respect to privacy, what kind of checks and balances does the 4th Amendment provide?
5.
What kind of communications are applicable to the various parts of the Electronic Communications Privacy Act (ECPA)?  Explain.
6.
How does the Communications Decency Act (CDA) reduce the potential liability of an online service provider?
7.
Can you refer to a famous athlete in your advertisement of a commercial product without permission from the famous athlete?  Explain.
8.
Can you use a photo of a person without permission of that person in an article that is not about that person?  Explain.
9-12.
If you record a private conversation with a friend and then publish it in a local newspaper, and the resulting story is embarrassing to your friend, which of the four privacy rights have you violated and why?  Explain with respect to each privacy right.
9.
First privacy right:

10.
Second privacy right:
11.
Third privacy right:
12.
Fourth privacy right:
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