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Instructions:

Every question is worth 2 points for a total of 100 points.  You may not use a partner for this exam.  This test is open book, open note and open Internet.  Submit your answers on the excel document that is available on the web site, and not in this document.  All answers must be either A, B, C or D or they will not be scored correctly.  Pick the best answer.  Good luck and have a great winter break!
1 – Protection of personal data is considered a fundamental right in the European Union.
A – True
B – False
2 – To protect individual privacy rights In Europe, an Internet search engine may have to:
A – Automatically and proactively take down link(s) to certain content about an individual 

B – Take down link(s) to certain content about an individual at the request of the individual
C – A & B
D – None of the above
3 – To transfer personal data outside of the European Union, the level of protection needed for the data in the received country must meet a defined standard including specific measures that must be taken to provide satisfactory protection.
A – True

B – False

4 – The US-EU safe harbor was ultimately invalidated based on:
A – Affirmative actions taken by Facebook
B – Actions taken by the US government pursuant to Snowden’s revelations
C – A & B
D – None of the above
5 – Unless an exception applies, a warrant is required for searches and seizures during:
A – Criminal investigations
B – Domestic national security investigations
C – A & B
D – None of the above
6 – In an investigation where foreign intelligence gathering is a significant purpose, the ECPA does not apply.
A – True
B – False
7 – Electronic surveillance under FISA are reviewed by:
A – A federal intelligence surveillance court

B – A federal district court
C – A privacy court
D – None of the above
8 – The Freedom of Information Act can be used to obtain certain records and documents from
A – Federal agencies
B – The President of the United States
C – Congress
D – All of the above
9 – Agencies can avoid violating disclosure requirements on the Privacy Act by asserting such disclosure was for a ‘routine use’ and ‘compatible’ with the purpose for which the information was collected.
A – True

B – False

10 – Gramm-Leach-Bliley enables financial institutions to share financial information about a person with nonaffiliated companies for broad purposes
A – If the person opts in to the sharing
B – If the person does not opt out of the sharing
C – A & B
D – None of the above
11 – A financial transaction exceeding 10,000 must be reported by a bank to the government only when a warrant has been executed by the government.
A – True

B – False

12 – As an employer, you can search the workspace of an employee without a search warrant.
A – Yes
B – No
C – Maybe
13 – In the private sector, by having employees consent an employer can require employees to submit to random drug screenings.
A – True

B – False

14 – An employer can monitor telephone calls of employees
A – When employees have consented to the interception
B – In the ordinary course of the employer’s business
C – A & B
D – None of the above
15 – You can receive a consumer report on a third party in only limited circumstances.
A – True

B – False

16 – A credit reporting agency that provides a credit report which is used in a matter that adversely affects you based on incorrect information can be liable to you for providing the credit report without more.
A – True
B – False
17 – There is a federal data breach law.
A – True

B – False

18 – In general, most courts hold that plaintiffs in a lawsuit resulting from a data breach lack standing because the harm associated with the defendants is too speculative.
A – True

B – False

19 – Overpromises in a privacy policy of a company can result in the FTC successfully proceeding with an enforcement action against the company.
A – True
B – False
20 – The HIPAA security rule applies to
A – PHI transmitted orally
B – PHI transmitted in writing
C – PHI transmitted electronically
D – All of the above
21 – The HIPAA security rule defines security measures to use in protection PHI.
A – True
B – False
22 – A person must be notified of every breach that occurs of his or her PHI by a covered entity.
A – True

B – False

23 – When a violation of your privacy rights have occurred, whom can you sue under a 1983 action?
A – A state civilly
B – A state criminally
C – A state officially criminally
D – None of the above
24 – The national do-not-call list is constitutional.
A – True
B – False
25 – A physician may be obligated to disclose medical information regarding a patient
A – To others to protect them from danger
B – To a state government when required by law
C – A & B
D – None of the above
26 – HIPAA applies to any entity having health information about individuals.
A – True

B – False

27 – A covered entity must have a business associate agreement in place before providing PHI to a business associate for claim processing services.
A – True

B – False

28 – There are no use restrictions of PHI that is appropriately de-identified under HIPAA.
A – True

B – False

29 – The Video Privacy Protection Act (VPPA) applies to services that provide streaming video through the Internet.
A – True

B – False

30 – You do not need to comply with COPPA on your website if your website is not directed to children under 13.
A – Yes
B – No
C – Maybe
31 – Any computer connected to the Internet is a protected computer under the CFAA.
A – True

B – False

32 – All websites must have a privacy policy to comply with federal law.
A – True

B – False

33 – Privacy policy violations can be enforced by the FTC
A – Only when a person has experience damages of $500 or greater
B – Only when a person’s personal information has been also subject to a data breach
C – A & B
D – None of the above
34 – What kind of statements can result in a FTC violation?
A – False and misleading statements in a privacy policy
B – False and misleading statements on a website regarding privacy of an object sold through the website
C – A & B
D – None of the above
35 – A terms of use on a website that is relatively hidden on pages of a website will still be held to be enforceable.
A – True
B – False
36 – The US Government needs reasonable suspicion to search your computer at the border.
A – True
B – False
37 – The policy generally need to obtain a warrant to search a cell phone seized incident to an arrest.
A – True

B – False

38 – School children
A – Have no reasonable expectation of privacy on school grounds
B – May be searched only when the school has obtained a warrant
C – May be randomly tested for drugs based only upon their attendance at school
D – None of the above
39 – An unreasonable search and seizure is most likely to violate
A – The 1st Amendment
B – The 2nd Amendment
C – The 4th Amendment
D – The 5th Amendment
40 – Under the Katz test, a person must exhibit a reasonable expectation of privacy for a privacy violation to occur regardless of how egregious society feels about the particular search or seizure incident.
A – True
B – False
41 – What types of communications are covered under the Electronic Communications Privacy Act (ECPA)?
A – Wire communications
B – Oral communications
C – Electronic communications
D – All of the above
42 – A website that allows for user contributed content that permits posting by a user of a defamatory statement regarding a person who is not a site user 
A – Is liable for simply publishing the defamatory statement without more
B – Cannot be liable because of the statement is regarding a person who is not a site user
C – A & B
D – None of the above
43 – A photo of a celebrity who is not HIV positive that is headlined a link to an article stating “Guess which celebrities are HIV positive” is a violation of:
A – Intrusion on Seclusion
B – False Light
C – A & B
D – None of the above
44 – The 1st Amendment immunizes your use of the name of a celebrity in commercial advertising.
A – True
B – False
45 – Anonymous speech may be subject to 1st Amendment protections.
A – True

B – False

46 – Sneaking into a private party and recording and then posting a private conversation between two people at the party may make you liable for 
A – Intrusion on seclusion
B – Public disclosure of private facts
C – A & B
D – None of the above
47 – In the state of Missouri, revenge pornography is currently a criminal violation of
A – State law
B – Federal law
C – A & B
D – None of the above
48 – Some states adopted torts for privacy violations without a new law being passed in these states. 

A – True
B – False
49 – In the United States, privacy law is governed by
A – State laws
B – Federal laws
C – A & B
50 – I would like my final grade to be:

A – A

B – B

C – C

BONUS QUESTIONS (3)
1 – What was your favorite part of the class?

2 – What would you like to have covered in greater detail during class?

3 – What changes should I consider making to improve this class?
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