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Abstract— In this paper we study the defenseof sensor net-
works against Search-basedPhysical Attacks. We de�ne search-
basedphysicalattacks asthose,where an attacker detectssensors
using signal detecting equipment and then physically destroys
the detected sensors. In this paper, we propose a Sacri�cial
Node-assistedapproach to defend against search-basedphysical
attacks. The core principle of our defense is to trade short
term local coverage for long term global coverage thr ough the
sacri�cial node-assistedattack noti�cation and statesswitching of
sensors.The performancemetric we useis AccumulativeCoverage
(AC), which effectively captures coverage and lifetime of the
sensor networks to measure sensor network performance. Our
simulation resultsclearly demonstratethat our defenseapproach
can signi�cantly decreaselossesin

���

even under intensesearch-
basedphysical attacks.

I . INTRODUCTION

Securityhasbeenan importantresearchfocus in Wireless
SensorNetworks (WSN) recently. Researchin this areahas
contributeda hostof potentialattacksin sensornetworks and
effective defensesagainstsuchattacks[1], [2], [3], [4], [5],
[6], [7]. It is widely acceptedthat viability of sensornetwork
applicationsin the future is closelycontingenton the security
of the networks.

We denote Physical Attacks as those that result in the
physicaldestructionof sensors,therebyrenderingthemperma-
nently nonoperational.The signi�cance of studyingphysical
attackscomesfrom the following factors.Physicalattacksare
inevitable threatsin sensornetworks due to the small form
factor of sensors,and the unattendedand distributed nature
of their deployment.Physicalattacksare relatively simple to
launchand destructive. In the simplestcase,the attacker can
just drive a vehiclein thesensor�eld or hurl grenades/bombs
in the �eld and destroy the sensors.A smarterattacker can
detectand destroy sensorswith stealthby moving acrossthe
sensornetwork. In any case,theendresultof physicalattacks
can be quite destructive. The backboneof the network (the
sensorsthemselves) is destroyed. Destructionof sensorsmay
alsoresultin theviolation of thenetwork properties(topology,
routing structureetc). As such,a wide spectrumof impacts
mayresultdueto physicalattacks,andwhenleft unaddressed,
physicalattackscandestroy theentiresensornetwork mission.
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Our focus in this paperis Search-basedPhysicalAttacks.
We de�ne search-basedphysicalattacksas thosethat intelli-
gently searchfor sensors.The searchingprocessis executed
by meansof detectingsignalsemitted by the sensors.Once
sensorsare identi�ed, the attacker physically destroys the
sensorsby meansof heat, physical force and other circuit
tamperingtechniques.Another classof attacksis one,where
the attacker attacks the sensor network using brute force
approacheslike bombs,tanks,grenadesetc (which we studied
in [8]). However, such brute force attacks will result in
casualtiesto the deployment �eld. The attacker will prefer
to conductsearch-basedphysical attacks,when it wishesto
destroy sensors,while still preservingthe deployment �elds
without casualties.Such�elds may includeairports,oil-�elds,
battle�elds etc that areof interestto the attacker.

In this paper, we �rst de�ne a representative search-based
physical attack model. In our attack model, the attacker
continuouslydetectssensorsby meansof signaldetectionand
physically destroys the detectedsensors.We then proposea
Sacri�cial Node-assisteddefenseprotocol to defend sensor
networks againstsearch-basedphysicalattacks.A sacri�cial
node is one which detectsthe attacker to save other sensors
from destructionat therisk of it beingdetectedandphysically
destroyed by the attacker. The existenceof sacri�cial nodes
compensatesthe weaknessof the sensors'ability to detect
the attacker by extendingthe areain which sensorsareaware
of the proximity of the attacker. The core principle of our
sacri�cial node-assisteddefenseprotocolis to tradeshortterm
local coveragefor long term global coveragethroughthe sac-
ri�cial node-assistedattack noti�cation and statesswitching
of sensors.Our performancedataclearlydemonstratethatour
defenseapproachcan signi�cantly improve the performance
of sensornetwork even underintenseattacks.

I I . SEARCH-BASED PHYSICAL ATTACKS

A. SensorDetectionMechanism

In search-basedphysical attacks, the basic method the
attacker usesto identify sensorsis to detectsignalsemittedby
the sensors.We classify signalsemittedby sensorsinto two
types.Passivesignalsincludeheat,vibration,magneticsignals
that are part of the physicalcharacteristicsof the sensors.In
our model,the attacker cannotvisually detectsensors.Active
signalson the other hand include communicationmessages,
beacons,query messagesthat are part of normal network
communications.Thesetwo signal types are quite different
from the perspective of attacker's detection.Passive signals
propagatesmall ranges,and the detectionof them enables
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the attacker to accuratelydetectthe location of their source
(the sensoremitting the passive signals).Active signalscan
propagatelonger distance,but the attacker can only isolate
the location of the source of an active signal within an
area.We denotethis areaas the sweepingarea. Obviously,
closerthe detectedsensor(strongeractive signaldetected)is,
more accurateis the isolation, and smaller is the sweeping
area.We use ���	� and ��
	� to denotethe maximal distances
from wherethe attacker candetectpassive andactive signals
respectively. Thus, ���
������
	� . In our model, if the attacker
detectsmultiple sensors,it canstorethe locationsof multiple
sensorsin memoryavailableto it. While theattackercandetect
multiple sensors,the target denotesthe particularsensorthat
the attacker currentlyproceedsto destroy.

The ability of the attacker to detecta sensoralso depends
on the state of the sensor. A sensoris Destroyed if it has
been physically destroyed by an attacker. Otherwise it is
Alive. In our model, a sensorthat is Alive can be in one
of the following three states,sleeping, sensingand sending
state.A sensorcan voluntarily turn itself off and be in the
sleepingstate. In this state,the sensoremits no signal and
hence cannot be detectedby the attacker (even if minute
signals are emitted while sleeping, we assumethey are
imperceptibleto the attacker). A sensorin the sensingstate
carriesout only sensingtasks,without sendingout any active
signal. The signals emitted during sensingare just passive
signals.A sensorin the sendingstateemitsboth passive and
active signals.We call a sensorActive if it is in sensingstate
or sendingstate. An active sensorcan be detectedby the
attacker via the signalsemittedby the sensor. A sensorcan
instantaneouslyswitch among these three statesat will as
long as it is alive.

B. TheSearch-basedPhysicalAttack Model

Model � describesour search-basedphysicalattackmodel.
Thismodeldescribestheattacker's responseto differentevents
taking placeduring the attackprocess.Initially, the attacker
does not have any sensor to destroy. Thus, the attacker
performsa randomstraightline walk in the network �eld and
keepsdetectingpassive or active signals.We use � to denote
the moving speedof the attacker. In our attackmodel, if the
attacker reachesthe boundaryof the network, it is aware of
thefactandturnsin a suitabledirectionin orderto onceagain
walk into the network.

Oncetheattacker detectsa signalfrom a sensor, theattacker
�rst checksthe type of signalusedto detectthe sensor;Case

� : If the signal is a passive signal, the attacker �rst estimates
the locationof the sourceof the signal.If the attacker hasno
target, it then setsthe sensorthat emitted this signal as the
target andwalks towardsit. Otherwise,if the attacker already
hasa target which was detectedthrougha passive signal, it
immediatelyputsthesourceof this signalinto memory. If the
attacker hasa currenttargetdetectedthroughan active signal,
the attacker puts the currenttarget into memoryand setsthe
newly detectedsensor(through a passive signal) to be the
target. Case � : If the signal detectedis an active signal, the

Model 1 Search-basedphysicalattackmodel
1: Initialization: �����������! #" ; $%��&' #" ;
2: while the attacker is alive do
3: switch type of event
4: casedetecta sensor( throughpassive signal:
5: �����������!)%" : �����������! *( ; ���������+�-, �/.�01�2 304�5(�(+687�� ;

�����	���+�-, 9;:	<-�=�>68:	?@ BAC:
<D�=�/6E:
?F:HGI( ;
6: ������������J )%" AND �����	���+�-, �>.	04�2)K04�5(�(�6E7�� :
7: Add ( to $%��& ;
8: ������������J )%" AND �����	���+�-, �>.	04�2)L��<D�/6E7�� :
9: Add �����	���+� to $%��& ; �����������! #( ;

�����	���+�-, �>.	04�M 304�5(�(+6E7�� ;
�����	���+�-, 9;:	<-�=�>68:	?@ BAC:
<D�=�/6E:
?F:HGI( ;

10: casedetecta sensor( throughactive signal:
11: �N�������+�O)%" : �N�������+�O *( ;

�����	���+�-, �>.	04�M P��<D�>6E7�� ;
�����	���+�-, 9;:	<-�=�>68:	?@ #Q!RN�	�S046E?1�T���U���V:HGW( ;

12: �N�������+�NJ )%" : Add ( to $%��& ;
13: casereach �����	���+�D, 9X:
<D���>6E:
? :
14: �N�������+�-, �/.�01�M)K04�5(�(+6E7�� : Directly destroy ����������� ;

�����	���+�! BY���&�:	7��=Z8$[��&]\ ;
15: �N�������+�-, �/.�01�M)L��<D�>6E7�� : Sweepthe sweepingareaof

�����	���+� ; �����������! BY^��&@:
7��=Z8$%��&_\ ;
16: default:
17: Whenever ���������+�NJ )%" , walk towards �����������D, 9;:
<D�=�/6E:
? ,

otherwiseperforma randomstraightline walk;
18: endswitch
19: end while

attacker identi�es the sweepingareaandput it in memory. If
the attacker hasno target when this active signal is detected,
the attacker setsthe sensorthat emittedthis signal to be the
current target and walks towards it. If the attacker already
has a target, it will put this newly detectedsensorand the
correspondingsweepingareainto memory. In our model,the
attacker at any point in time can have only one sensoras a
targetto destroy. Multiple detectedsensors/sweepingareascan
be put into memoryfor future targets.We denotethememory
sizeas ` .

Oncetheattacker reachesthetarget,theattackerwill destroy
it. If the target was detectedby passive signal, the attacker
will destroy thesensordirectly. If only active signalwasused
for detectingthetarget,theattacker sweepsthesweepingarea,
therebydestroying any sensorin thatarea.Now, if theattacker
hassensorsin memory, it will pick theclosestsensordetected
by a passivesignalasthenext targetif thereis one.Otherwise,
it choosesthe nearestsensordetectedby active signalsasthe
next target. If the memorycontentis empty, the attacker does
a randomstraightline walk to searchfor sensors.

C. Discussions

Our search-basedattack model presentedhere is quite
representative. The philosophyof the attacker is to reachfor
and destroy closestsensors�rst. Our model can be extended
to representa wide spectrumof physicalattacks.If there is
no searchprocess,the attacker canjust userandomsweeping
to destroy sensors.This is similar to brute force attacksthat
we modeledin [8]. Anotherspecialcaseis for the attacker to
destroy only speci�c sensorsamongmany detectedsensors.
Such sensorscan be cluster heads,data aggregatorsetc. In
somecases,the attacker can aim to destroy the functionality
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of the sensornetwork by partitioning the sensornetwork.
Suchan attackmay be hardto conduct,asthe attacker needs
a priori knowledge of the topology, communicationpattern
and rangeof sensors.In our currentmodel,we assumethere
is only one attacker. However, it can be easily extended
to multiple attackers if there is no cooperationamong the
attackers.Modelingmultipleattackerswith cooperationamong
them is part of our ongoingwork. In this paper, we assume
the attacker doesnot have the capability to reachor destroy
the basestation.

I I I . DEFENDING AGAINST SEARCH-BASED PHYSICAL

ATTACKS

A. DesignRationale

The primary successcriteria of the attacker in conducting
search-basedphysicalattacksarethe coveragelossasa result
of the destroyed sensors.Thus, the goal of our defenseis
to maintainnetwork performancein termsof coverageunder
attacks.In our defenseprotocol, we assumethat the active
sensorscandetectthe attacker andnotify its neighborsbefore
being destroyed. The detectioncan be achieved by detecting
signalsemittedby the attacker (motion, electromagneticetc)
[9]. However, the detecting ability of the sensorsis less
powerful thanthatof theattacker. Therefore,theactivesensors
may only detectthe attacker after they have beendetectedby
the attacker. In this paper, we do not assumethat the sensors
have any knowledgeaboutthe attacker, including its speed� ,
memorysize ` , signaldetectionranges�
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Our defenseobjective is to maximizenetwork performance
in termsof coverageundersearch-basedphysicalattacks.We
proposea sacri�cial node-assistedapproach,in which some
sensorsin thedetectionrangeof theattacker chooseto stayin
sendingstateevenif they areawareof theproximity of theat-
tacker. Thesesensorscould have switchedto sensing/sleeping
statesto protectthemselvesfrom beingdetected,but they stay
in the sendingstateto sacri�ce themselvesfor othersensors.

: Attacker
: Sensor

Rnoti

s1

s3

s2

Rnoti

s4

s7

s6

Rnoti

s5

Fig. 1. An examplefor defenseprotocoldescription.

In Fig. � , sensor a5b detectsthe attacker and noti�es its
neighbors,including sensorsa=c , aUd and a
e , but sensorsaHf , aUg

and aHh arenotawareof theproximity of theattacker. If sensors
aUc , aUd and a
e switchto sensing/sleepingstatesandtheattacker
choosesto moveto theright afterit destroyssensoraib , sensors

a
f , a

g and a
h are at risk of detection.In this situation, it is

importantfor sensora
c to stay in sendingstateso that it can

notify sensorsa
f , a

g and a
h beforethey are detected.Sensor

a
c couldhave protecteditself by switchingto sensing/sleeping

TABLE I

NOTATIONS AND DEFINITIONS

Notation De�nition
���

Accumulative Coverage
j

A Effective Lifetime
�

:	7����
�=���=Zk�l\ Network coverageat time �

m Network coveragethreshold
n

Numberof sensorsin the network
Q Area of the sensor�eld

G Active signal frequency
Y^o	prqks AN/SN messagetransmissionrange

YNt�u Active signaldetectionrange
Ywv u Passive signaldetectionrange

YNt Rangewithin which sensorcandetectattacker
YNu Sensor's sensingrange

7 Attacker speed
$ Attacker memorysize

x

s Setof sensorsin sensor(�s 's protectionarea
x�y

s

Subsetof unprotectedsensorsin set
x

s

z

Z{6S|8}=\ Distancebetweensensor(�s andsensor(r~

•

Z{6€\ Utility valueof sensor(�s

•

~
Z{6€\ Contribution of sensor(

~ to •

Z{6€\

•

p
v

q

Z{6€\ Optimal •

Z{6€\

•

p
v

q

~

Z{6€\ Optimal •

~
Z{6€\

•

qk‚
Utility threshold

•Oƒl„S…

Referenceutility value
� Statesswitching timer parameter

†

Z{6€\ Timer for SN messageof sensor(
s

�O‡�Z{6€\ Timer from sleepingto sensingfor sensor(�s

�‰ˆUZ{6€\ Timer from sleepingto sendingfor sensor(�s

�‹ŠHZ{6€\ Timer from sensingto sendingfor sensor(
s

state,however its sacri�ce helpsto protectmany othersensors,
especiallywhen the density in the shadedarea is relatively
high. We call sensor a=c a sacri�cial node. The challengeis
how sensor aHc can decidewhetherit shouldbe a sacri�cial
node, which will be describedin detail in SectionIII-C.

Our sacri�cial node-assistedapproachhelps to improve
the performanceof the network undersearch-basedphysical
attacksby extendingthe areain which sensorsare aware of
theproximity of theattacker. Theexistenceof sacri�cial nodes
compensatestheweaknessof thesensors'ability to detectthe
attacker. We trade a few sacri�cial nodesfor more sensors,
which is a core principle of our defenseprotocol. Besides,
our approachis localizedin that thedefenseonly involvesthe
sensorsin the local areaaroundtheattacker andeachsensor's
behavior is basedon its local information, which makes our
approachscalableandef�cient.

B. DefenseProtocol

In this section,we �rst give a formal descriptionof our
defenseprotocol,followedby anexample.Themainnotations
usedin this paperare listed in Table I.

1) Protocol Description: The protocol is executedby in-
dividual sensorsswitching among different statestriggered
by events,which is shown in Fig. � . At the beginning, one
active sensor detects the attacker. It sends out an attack
noti�cation message(AN message)andstaysin sendingstate.
Thoseactive sensorsreceiving the AN messagewill decide
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1: receive AN,
not be sacrificial node

2: receive AN, 
be sacrificial node

3: not receive AN,
receive SN

4: T1 expires
5: T2 or T3 expires
6: destroyed by attacker

Sending
(nonsacrificial 

node)
Sensing

Sending
(sacrificial node)

Destroyed

Sleeping

1

1

1

5

4
2

2

6

6

6

6
2

3

3
3

Fig. 2. Statesswitchingandeventsin the defenseprotocol.

whether to be sacri�cial nodesor not basedon sacri�cial
nodesdeterminationscheme(discussedlater).For therecipient
sensorsof the AN messagethat decidenot to be sacri�cial
nodes, called nonsacri�cial nodes, they will calculate two
timers, Œ b and Œ c , and switch to sleepingstateimmediately
(event � in Fig. � ). Thesesensorswill switch backto sensing
and sendingstatesas nonsacri�cial nodesafter Œ

b and Œ
c

expire respectively (event • and Ž in Fig. � ). For otherrecipient
sensorsof theAN messagethatdecideto besacri�cial nodes,
they will sendout sacri�cial nodenoti�cation messages(SN
messages)andstayin sendingstate(event � in Fig. � ). For the
sensorsthatdonot receivetheoriginalAN messagebut receive
at leastonecorrespondingSN message,they will calculatea
timer ŒOd and switch to sensingstate immediately (event •

in Fig. � ). Thesesensorswill switch back to sendingstate
as nonsacri�cial nodesafter Œ

d expires (event Ž in Fig. � ).
Obviously, the sensorsthat aredestroyed by the attacker will
switch to destroyed state(event • in Fig. � ).

The AN messagecontainsthe global ID of the sensorthat
sendsout this message,while the SN messagecontainsthe
global IDs of both the sensorsendingout this SN message
andthesensorsendingout thecorrespondingAN message.We
assumetheattacker cannotcreatetheAN/SN messages,which
could be due to an existing pairwise key scheme[10]. The
detaileddescriptionof sacri�cial nodesdeterminationscheme
is discussedin SectionIII-C. Thediscussionof the timers, Œwb ,

ŒOc and ŒOd , will be detailedin SectionIII-D.
2) Example: In the following, we useanexamplein Fig. �

to further explain our defenseprotocol. In the beginning, all
sensorsare in sendingstateas nonsacri�cial nodes. Suppose
at some time, sensor a

b in Fig. � detectsthe attacker and
sendsan AN messageto all other sensorsin its noti�cation
area.The noti�cation messagecontainsthe global ID of a4b

and the noti�cation areais a circle of radius �’‘�“r”E• centered
at a�b . We let ��‘�“r”E• be the sameasthe sensorcommunication
range.Recall that the attacker is morepowerful thana sensor
in terms of sensingability. As such, aib will be detectedby
the attacker before a5b has detectedthe attacker. Thus it is
betterfor a�b to sendout AN messageinsteadof switching to
sensing/sleepingstate.After sendingout the AN message,a b

will stay in sendingstate.
For the recipientsof theAN messagesentby a

b , which are
a

c , a
d and a

e , we assumea
c and a

d decideto be sacri�cial
nodeswhile a

e doesnot. Sensorsa
c and a

d will eachsendout

an SN messageat different time. In our protocol,we apply a
randomizedalgorithmto let differentsacri�cial nodessendout
SN messagesat differenttime, thusalleviating theproblemof
messagecollision, the detail of which is discussedin Section
III-C. After a c and a d sendout theSN messages,they will stay
in sendingstateas sacri�cial nodes. The SN messageof a c

containstheglobalIDs of a=c and a�b . Theusageof thismessage
is two folded. First, it is usedto updateits stateinformation
storedin its neighbors,theusageof which will bedescribedin
SectionIII-C. Second,it is usedby thesensorsin its protection
area for statesswitching,which will be describedbelow. The
protectionareaof a sensoris a circle centeredat the sensor
with radius ��‘�“r”E• . On the other hand, aUe will calculatetwo
timers, Œ–b and ŒCc , and switch to sleepingstateimmediately.
After Œ b and Œ c expire, a e will switch back to sensingand
sending(asnonsacri�cial node) statesrespectively.

In Fig. � , aHf , a
g and aHh receive the SN messagesentby a=c

and a d , but they did not receivethecorrespondingAN message
sentby a

b . They eachwill independentlycalculatea timer Œ
d

and switch to sensingstate immediately. By doing so, they
areprotectedfrom beingdetectedvia active signalssincethe
attacker may approachthem in the near future. However, it
may not be preferablefor them to switch to sleepingstate
for two reasons.First, this will result in a largecoverageloss,
which is anoverkill sincetheattackerwill only chooseto move
in onedirection.Second,they arealreadyin theprotectionarea
of aHc . They maybenoti�ed of theapproachingof theattacker
by aHc beforetheir own passive signalsare detectedand then
switch to sleepingstatein time.

C. Sacri�cial NodesDetermination

It is obvious that a sensoris more preferableto becomea
sacri�cial nodeif it canprotectmoresensors.We usea utility
function —–˜8™lš to measurethe preferencefor a sensora

• being
a sacri�cial node. Our sacri�cial nodesdeterminationis based
on this utility function calculatedby eachsensor.

1) Derivationof Utility Function —2˜E™rš : Intuitively, a sensor
is more preferableto be a sacri�cial node when there exist
more sensorsin its protection area. In Fig. � , a

c is more
preferablethan a

e becauseit can potentially protect more
sensors.Thus,a simpleutility function is given by,

—2˜E™ršM›•œ ž
•

œ Ÿ (1)

in which ž
• denotesthe set of sensorsin the protectionarea

of sensora
• and œ ž

•
œ denotesthe sizeof the set ž

• .
It may seemobvious that a sensorwith high utility value

is alwayspreferableto be a sacri�cial node. However, if two
sensorsbothhave high utility valuesandthey arecloseto each
other, it is not preferablefor both of them to be sacri�cial
nodes. The reasonis that the protectionareasof both sensors
have much overlap.Selectingthe secondone as a sacri�cial
node brings little extra bene�t. Besides,it incurs more risk
sincebothof thembecomepotentialtargetsnow. A reasonable
modi�cation is given by,

—–˜8™ršM›•œ ž

y

•

œ¡Ÿ (2)

in which ž

y

•

denotesthe set of sensorsin the protectionarea
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of sensora • that are not in the protectionareaof any other
sacri�cial nodeknown by a • and œ ž

y

•

œ denotesthe sizeof the
set ž

y

•

. If a d in Fig. � is a sacri�cial node, which is known by
sensora c via the SN message,a h will not be countedin the
calculationof the utility function for a c .

Furthermore,we observe that in calculating the utility
function of a sensoraH• , the relative distancesof the sensors
in ž

y

•

from sensor aU• also make difference.In Fig. � , we
assumethe attacker moves to the right after it destroys aib .
Comparedwith aHg , aUf , which is closer to aHc , is more likely
to be detectedbefore a c detectsthe attacker andsendsout an
AN message.In this case,the contribution of a f to the utility
function of a c shouldbe smaller than that of a g . Recall that
the sensorshave no knowledgeof the sensingrangesof the
attacker, thereforewe weigh the contribution of a
¢ to —–˜8™rš ,
denotedas —‹¢5˜E™rš , by the distancebetweena • and a�¢ , denoted
by £¤˜E™+Ÿ/¥4š . The distancebetweenneighboringsensorscan be
obtainedby sensorlocalizationschemes[11]. Thuswe obtain
the following utility function,

—–˜8™lšM›§¦

�/¨�©5ª

y

«

—¬¢�˜8™lš�›­¦

�/¨	©5ª

y

«

£¤˜E™+Ÿ>¥1š

��‘�“r”E•¯®

(3)

In the ideal situation,assumingall sensorshave full knowl-
edgeaboutthe attacker, a sensora

• cancalculatewhich of its
œ ž

y

•

œ neighborsarealreadydetectedby theattacker andshould
not be consideredin —2˜E™rš . We denotethe ideal —–˜8™lš assuming
full knowledgeof theattacker as —

“S��”

˜E™rš anddenote—

“/��”

¢

˜E™rš as
theoptimal —

¢
˜E™rš . Theorem1 statesthat theutility function in

( • ) is optimalin termsof minimizingtheexpectedmeansquare
error between—2˜E™rš and —

“S��”

˜8™rš underthe assumptionthat the
sensorshave no a priori knowledgeof the sensingability of
the attacker. Before stating the Theorem,we introduce the
following Lemma.

Lemma1: —
¢

˜E™ršI›±°H²

•E³
¢-´

µ!¶U·€¸

«

is optimal amongall functions
of the form —

¢
˜E™rš_›º¹_˜8£¤˜E™+Ÿ>¥1šDš in terms of minimizing the

expectedmeansquareerror between¹_˜€£‰˜8™+Ÿ>¥1šrš and —

“/��”

¢

˜E™rš .

We now stateour theorembelow.

Theorem1: The utility function —2˜E™rš»›½¼

�/¨	©5ª

y

«

°H²

•8³
¢-´

µ
¶
·>¸

«

is
optimalin termsof minimizing theexpectedmeansquareerror
between—2˜E™rš and —

“S��”

˜8™lš .

Theorem1 can be proved using Lemma1. Due to lack of
space,we omit theproofhere.For detailedproof, referto [12].

In (3), if we replacež

y

•

by a setwith sizebeingtheaverage
number of neighborsfor a sensorand replace the weight

°H²

•8³
¢-´

µ
¶
·>¸

«

by themaximumweight � , we obtainapproximateupper
boundfor —2˜E™rš , which is denotedby ¾�¿+ÀlÁ . The expressionof

¾M¿+ÀlÁ is given by,

¾w¿-ÀrÁT›ÃÂ»Ä

�

c

‘�“r”E•

Å

Ÿ (4)

in which
Â

is the numberof sensorsin the network and
Å

is the areaof network. Since ž

y

•

is a subsetof the set of all
neighborsof sensor a

• , the value of œ ž

y

•

œ is usually smaller
than the averagenumberof neighborsfor a sensor. Besides,
theweightis nomorethan � . Thus,theutility valueof asensor
is generallysmallerthan ¾

¿-ÀlÁ .

2) Sacri�cial NodesDeterminationScheme: We now de-
scribethecriterionusedby asensorto decidewhetherit should
be a sacri�cial node basedon its utility value. Intuitively,
a sensorthat hascertainhigh utility value shouldbecomea
sacri�cial node, thusan empirical threshold ¾ ”8Æ is necessary
here. The sensorswhose utility values are above ¾ ”8Æ will
becomesacri�cial nodes. Thevalueof ¾w”8Æ lies in the interval
[ Ç , ¾M¿+ÀlÁ ]. Similar to the utility function, an ideal utility
thresholdis impossibleto obtainwithout theknowledgeof the
attacker information.We will investigatethe issueof choosing
a reasonable¾M”8Æ in future work.

After the discussionof sacri�cial nodedeterminationcrite-
rion, we will describethe schemeusedby recipient sensors
of an AN messagefor sacri�cial nodesdetermination.Since
it is possiblethat multiple sensorshave initial utility values
larger than ¾M”8Æ , we introducea randomizedalgorithm here
to prevent the collision of SN messagesand deal with the
problemof protectionareaoverlap.After �rst calculatingthe
utility function, the sensorswhoseutility valuesare smaller
than ¾M”8Æ will switch to sleepingstate.Other sensors,called
candidatesacri�cial nodes, will calculatea randomdelayand
seta timer (denotedby È»˜E™rš ). It is given by,

È»˜8™ršM›ÊÉ@Ë2Ì�Í@Î

Ÿ§—–˜8™ršNÏÐ¾
¿+ÀlÁ

Í@ÎÒÑ

˜l�ÔÓºÕ
²

•
´

Öi×/Ø/Ù

š

Ì�Í@Î

ŸÚ¾2”8Æ]ÛÜ—2˜E™rš��Ý¾w¿-ÀlÁ

(5)

where
Ë

is a randomnumberuniformly distributedin [ Ç , � ] and

Í@Î

is an adjustableparameter. Ideally,
ÍTÎ

shouldbe assmall
as possibleto avoid a large delay of SN messages.However
it should be comparableto the transmissiontime of an SN
messageto avoid collision amongdifferent SN messages.A
candidatesacri�cial nodewill sendout an SN messageafter
its timer expires and then becomea sacri�cial node. Thus,
thesensorwith higherutility valuegenerallywill sendout SN
messageearlier. After receiving an SN message,a candidate
sacri�cial node who has not sent out its SN messagewill
cancelits timer andadjustits utility valueaccordinglyby ( • ).
If the new value is less than ¾w”8Æ , it will switch to sleeping
state.Otherwise,it will calculatea new delayandseta timer
as above. This processiteratesuntil eachrecipientsensorof
theAN messageeitherbecomesa sacri�cial nodeor switches
to sleepingstate.

D. StatesSwitching Timers

Recall that the attacker will proceedto destroy other de-
tectedsensorsin its memory or choosea randomdirection
to move if its memory is empty. The sensorsthat receive
the AN/SN messagescannotaccuratelypredictthe movement
of the attacker. In the protocol describedabove, we let the
sensorstriggered by events � and • in Fig. � immediately
switch to sleepingandsensingstatesrespectively. This could
be a conservative scheme.The sensorsmay switch to sens-
ing/sleepingstatetooearlyor evenunnecessarilyif theattacker
never approachesthem, but this guaranteesthey will not be
detectedby the attacker. Any delay in statesswitching will
de�nitely incur a risk. On the principle of beingconservative,
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we determinethe timers Œ b ˜E™rš , Œ c ˜8™rš and Œ d ˜E™rš by,

Œ–bH˜E™ršM›ÝŒOd5˜E™ršM›ÝÞKßiàCáUŒ�ŸrŒ

Ñ

˜r��Ó

—–˜8™lš

¾w¿-ÀrÁ

š

Ì

Œ’âiŸ (6)

Œ c ˜E™ršM›ã�

Ì

Œ b ˜E™rš+Ÿ (7)

in which, Œ is an adjustableparameter. We let the sensors
switch backto sensing/sendingstatesat differenttime. Other-
wise,it will incur morerisk if theattacker is still nearbywhen
the sensorsswitch back to sensing/sendingstate altogether.
Ideally, the value of Œ dependson the attacker information
suchasspeed,memorycontentandsensingability. However,
the sensorshave no knowledgeaboutthis, so they needto be
conservative in estimatingthevalueof Œ , which canbe based
on theknowledgeof maximumspeedandsensingability of the
attacker. We will investigatetheissueof choosinga reasonable

Œ in future work.

E. Discussions

In our defenseprotocol,we assumethe sensorscan detect
theattacker. We would like to point out thateven if thesensor
doesnot have theability to detecttheattacker remotely, it may
still beableto sendanAN messagejustbeforebeingdestroyed
via somehardwaretriggeringmechanism.In thecasewhenthe
destroyed sensoris not able to sendout AN messagebefore
destruction,its neighborscanusesomesensorfault detection
methods[13], [14] to detectthedestroyedsensorandsendout
AN messagefor it.

In our protocol, we do not assumethat the sensorshave
a priori knowledgeabout the attacker information. However,
someattacker informationsuchas � , �ä
	� and ���	� maybeob-
tainedeitherby run-timemeasurementsor off-line knowledge.
In casetheseinformation is known or a goodestimationlike
upperboundis available for the sensors,we can even obtain
optimal utility thresholdand optimal timers,which is one of
our future work.

IV. PERFORMANCE EVALUATIONS

A. PerformanceMetric and SimulationSettings

In order to evaluate the performanceof sensornetworks
undersearch-basedphysicalattacks,we de�ne a novel metric,
namely AccumulativeCoverage (AC). å�æ is de�ned as the
integrationof the network coverageover the effectivelifetime
of the sensornetwork. Network coverageis de�ned as the
percentageof the sensor�eld that is in the sensingrangeof
at least one active sensor, and effective lifetime is the time
perioduntil when the sensornetwork becomesnonfunctional
becausethe coveragefalls below a systemrequiredthreshold

ç . Denoting coverage(t) as the network coverageat time
Î

,
and èVé , as the effective lifetime, we have,

å�æ�›ãêìëÒí

”8îOïñð�ò

�4óUô=ß�õ1ó4˜

Î

šl£

Î

®

(8)

We believe that å�æ is an effective metric to measurethe
performanceof a sensornetwork in many situationssinceit ef-
fectively combinesbothcoverageandlifetime, two of themost
importantperformancemetricsin sensornetworks. A general

metric commonly usedin the literature is effective lifetime,
which is de�ned as the maximumtime period during which
the coverageis above a certain thresholdand thus considers
both coverageand lifetime. However, it is not representative
enoughfor situationswhere for the sameeffective lifetime,
a sensornetwork with a high coveragecan provide more
accurateinformation than one with a lower coverage.Our
metric, å�æ notonly considerscoveragethresholdandlifetime,
but is alsomorerepresentative of real life situations.Thus å�æ

is the basicmetric we use to evaluatethe performanceof a
sensornetwork undersearch-basedphysicalattacks.

In our simulation, the sensornetwork area is a Ž�Ç5ÇÐÞ

ö

Ž�Ç5Ç»Þ square,in which ��Ç5Ç�Ç sensorsare randomly uni-
formly distributed.The active signalsaregeneratedfollowing
a constantfrequency ÷ , which may collide with the AN/SN
messages.If a collision happens,all packets involved are
lost and no lost packet will be retransmitted.The following
are the default values of speci�c parametersused in the
simulations,unlessotherwisestated.ç = Ç

®

Ž ; ÷K›

b

g-ï��rÀløS“r‘

°

�

;
�

‘�“l”E•
›*��ÇñÞùó

Î

óUô�a ; �

	�

›#��ÇñÞùó

Î

óUô�a ; �
�	�

›*ŽúÞKó

Î

óUô�a ;
�



›ûÇ

®

�üÞùó

Î

óUô ; �
�

›§�UÇ[ÞKó

Î

ó
ô�a ; maximum sweeping
arearadius 1= �_ÞKó

Î

óUô ; �ý›#�_ÞKó

Î

óUô�þ�aUó

ð�òHÿ

£ ; ` ›Ã��Ç�Ç5Ç ;
¾2”8Æ@›ÝÇ

®

�

Ì

¾M¿+ÀlÁ ;
ÍTÎ

› Ç

®

Ç¬�’a
ó

ð�òHÿ

£ ; Œ › ��Ç]aUó

ð�òHÿ

£4a . Each
point of datain the �gures is the averagevalueof the results
from multiple simulationswith different randomlygenerated
network topologies.

B. Sensitivityof the Defenseto SensorNetworkParameters

In thefollowing,we investigatethesensitivity of thedefense
in terms of performanceimprovement to two key network
parameters,namelysensordensityandactive signalfrequency.
We choosetwo standardvalues, ��Ç�Ç5Ç and •iÇ�Ç�Ç , for

Â

, the
numberof sensors,while thesizeof thesensing�eld is �x ed.
The correspondingaveragenumbersof neighborsof a sensor
are around �
Ç and ��Ç respectively, which correspondsto a
relatively sparsenetwork andarelatively denseone.Theactive
signal frequency ÷ rangesfrom one per �
Ç5Ç secondsto one
per �
Ç seconds,which capturesthe sampling ratesof most
sensornetwork applications.We do not show the simulation
resultswith other valuesof the network parametersdue to
spacelimitation. Interestedreaderscanrefer to [12]. However,
the datawe reportherearerepresentative.

Fig. 3 shows that å�æ decreaseswhen ÷ increasesor when

Â

decreases.When ÷ is large, more sensorsare detected,
henceå�æ is smaller. When

Â

is large, the coverageis large
dueto largesensordensityandmoreredundancy of coverage.
An interestingobservationis that,thereexistsa thresholdof ÷ .
When ÷ is smaller than the threshold, å�æ decreasesslowly
with the increaseof ÷ . However, when ÷ is larger than the
threshold,å�æ decreasessharplywith the increaseof ÷ . The
reasonwhy thereexists a thresholdof ÷ is, when ÷ is small,
sensorssendout active signalsinfrequently, so most sensors
aredetectedthroughpassive signals.In this case,increasing÷

doesnot changethe fact that few sensorsaredetectedthrough
active signals.Contrarily, when ÷ is above the threshold,most

1Weassumethesweepingareais acircle,theradiusof which is proportional
to the distancebetweenthe attacker andthe detectedsensor.
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sensorsaredetectedby activesignalsdueto thehigh frequency
of activesignalsandthefactthat � 
	� is largerthan � �
� . In this
case,active signalsdominatesthe effectivenessof attackand
increasing÷ will signi�cantly increasetheattackeffectiveness.
The existence of a threshold for ÷ can help the network
designerto choosea reasonable÷ to make a good tradeoff
betweenå�æ andthe throughput/delayof the network. While
a small ÷ helpsto improve the resilienceof the network and

å�æ , it may decreasethe network performanceby reducing
the throughputandincreasingthecommunicationdelayof the
network. A reasonable÷ shouldbe smallerthan but closeto
thethreshold,which canachieve reasonablelevel of å�æ while
introducinglittle compromiseto thenetwork throughput/delay.
Thevalueof thethresholddependsontheattacker information.
In casetheattacker informationis known or a goodestimation
like upperboundis available for the sensors,we may obtain
the valueof the threshold,which is oneof our future work.

C. Sensitivityof the Defenseto Attack Parameters

In thefollowing,we investigatethesensitivity of thedefense
to two key attackparameters,whichareattackermoving speed,

� , andthesizeof the attacker memory, ` . We vary � from Ç

and �VÞKó

Î

ó
ô�a=þ�aUó

ð�òHÿ

£ , which coversthe rangeof the moving
speedof most robots and human beings. For ` , we will
investigatetwo extremecases,Ç and ��Ç�Ç5Ç . We let ` be ��Ç�Ç5Ç

to representthe extremecasewhen no detectedsensorswill
be ignoreddueto the limitation of memorysize.

Fig. 4 shows that, å�æ decreaseswith the increasesof both
� and ` . A large � can signi�cantly decreaseå�æ because
a fastattacker canvisit a larger areawithin a certainamount
of time, thus detect and destroy more sensors.The second
observation is, the trend of the decreaseof å�æ over the
increasesof � follows an almostlinear patternwhen defense
is applied, but å�æ decreasesmuch more sharply with the
increaseof � when there is no defense.This con�rms the
effectivenessof our defenseprotocolunderpowerful attacks.
Thethird observationis that the improvementof å�æ provided
by our defenseprotocolis moresigni�cant for large � . This is
because,when � is small,somesensorsmayswitchto sleeping
statemuchearlierbeforetheattackercomesandswitchbackto
sensing/sendingstatebeforethe attacker leaves,which incurs
a relatively low å�æ improvement.As mentionedbefore,this
problemcanbe alleviatedif the sensorsareableto detectthe
speedof the attacker and adjust the statesswitching timers
accordingly. Speeddetectionby sensorscan be achieved via
multiple samplingsat different time. When � increases,our
conservative statesswitchingensuresthat the sensorswill not
switch back too early, which increasesthe å�æ improvement.

The fourth observation is, å�æ is not so sensitive to ` as
to � . We observe that only the initial increaseof ` helps
the attacker to decreaseå�æ signi�cantly. When ` is larger
than that, there is little extra help for the attacker. This is
because,in most situations,the numberof active sensorsin
thedetectionrangeof theattacker is limited dueto thesensor
density. Therefore,the attacker cannotdetectmany sensorsin
mostof the time, thus larger memoryis not so useful.

We do not report the sensitivity of performanceto �


� and

�
�
� in this paperdue to spacelimitation. Interestedreaders
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canrefer to [12]. Basically, theincreaseof either �


� and �

�
�

decreaseså�æ . Furthermore,the performanceimprovementis
moresigni�cant underincreasing�ä
	� and/or ���
� values.

V. RELATED WORK

Security in WSNs is a broad area.A good overview of
security in WSNs is presentedin [1]. In [2], a survey on
sensornetwork routing protocol vulnerabilities and defense
schemesagainstseveral electronicattacksare explored. Our
work is different from the above in that physical attacks
destroy sensorscompletely, unlike many otherattacks,where
thesensorsareonly affectedpartially in termsof functionality.
In a prior work, we have identi�ed andmodeledblind physical
attacks [8]. In [8], we studied the issue of deployment of
sensorsin asensornetwork to meetlifetime requirementunder
blind physicalattacks.Our focusin this paperis search-based
physicalattacks,which is quite different from blind physical
attacks.

A type of attack related to physical attacks is jamming
attacks[3], [15], where the attacker jams or interfereswith
theradio frequenciesthat sensor(s)areusing.Physicalattacks
are quite different from jamming attacks in that jamming
only causesa lossof operationfor the attackduration,while
physicalattacksresult in irreversiblesensordestructions.

In some cases,attackers can compromisesensorswith
malicious intent. For instance,attackers can extract crypto-
graphic secrets,replacethem with malicious sensorsunder
the control of the attacker etc. To protect against sensor
tampering,one defenseinvolves tamper-proo�ng the node's
physicalpackage[3]. Anotherclassof work like [16] focuses
on building tamper-resistanthardware to make the memory
contentsinaccessibleto attackers.While the above work tries
to protectsensors'physicalsecurityvia improved hardware,
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which may not be alwaysachievableunderpowerful physical
attacks,we proposea defenseprotocol that doesnot assume
any indestructiblehardware and can alleviate the destruction
of physicalattackssigni�cantly.

Li et al. [17] proposea distributed algorithm for guiding
a user acrossa sensornetwork. The user can communicate
with the sensorsand thus avoid some dangerareasin the
network. Corke et al. [18] study a deployment problem in
sensornetwork in which autonomousaerial vehicles com-
municatewith sensorsdeployed and determinethe gaps in
connectivity, which is usedfor a later repairprocess.In these
works, sensorshelp users,which could be human beings,
robotsor autonomousaerialvehicles,achieve certaingoal via
communication.In this paper, we are addressinga different
problem,in which sensorscooperatewith eachotherto defend
againstattacksvia local communication.

Gui et al. [19] study the trade-off betweenpower con-
sumption and quality of surveillance in event tracking. In
[19], sensorsarounda moving event notify other sensorsin
the neighborhoodsuch that the sensorsnearby, which are
in low power surveillance state, can switch to high power
tracking statein time to achieve goodquality of surveillance
with minimum power consumption.Constantevent speedis
assumedin [19]. A similar work is [20], in which sensors
cooperatewith each other via messagesso that only the
sensorsarounda moving event are in tracking state.In [20],
the speedand moving direction of the event are assumed
to be known/measurableby the sensors.While the attack
noti�cation andstatesswitching in our defenseprotocolbear
some similarities with the above work, we have one extra
constraint,minimizing thenumberof messagesfor noti�cation
that canbe detectedby theattacker. The fundamentaltradeoff
betweencooperationvia messagesandminimizing numberof
messagesbeingdetected,and that betweenproviding sensing
coverageandavoidingbeingdetectedmakesourproblemmore
challenging.Besidesin our model,sensorsdo not possesany
attacker knowledge,like speed,moving directionetc.

VI . CONCLUSIONS

In this paperwe addressedthe issueof search-basedphysi-
cal attacksin sensornetworks and their defense.Speci�cally,
we �rst modeleda representative instanceof search-based
physicalattacks.We then proposea sacri�cial node-assisted
defenseprotocol to defendagainstsearch-basedphysical at-
tacks.The coreprinciple of our defenseis to tradeshort term
local coveragefor long term global coveragethroughthe sac-
ri�cial node-assistedattack noti�cation and statesswitching
of sensors.We studiedperformanceimpactsbasedon a novel
metric that we de�ned, namely the Accumulative Coverage
( å�æ ). Our simulation resultsdemonstratedthat our defense
protocol signi�cantly improves sensornetwork performance
even underintensesearch-basedphysicalattacks.To the best
of our knowledge, ours is the �rst work that identi�es the
problem,models,anddefenseof search-basedphysicalattacks.
We however believe that this is just an important�rst stepin
this regard.Our currentongoingwork is focusingon studying
multiple cooperative physicalattackers.
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