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Abstract—In this paper we study the defenseof sensor net-
works against Searh-basedPhysical Attacks. We de ne search-
basedphysical attacks asthose,where an attacker detectssensors
using signal detecting equipment and then physically destroys
the detected sensors. In this paper, we propose a Sacri cial
Nodeassistedapproach to defend against search-basedphysical
attacks. The core principle of our defenseis to trade short
term local coverage for long term global coverage through the
sacri cial nodeassistedattack noti cation and statesswitching of
sensors.The performancemetric we useis Accumulative Coverage
(AC), which effectively captures coverage and lifetime of the
sensor networks to measure sensor network performance. Our
simulation resultsclearly demonstratethat our defenseapproach
cansigni cantly decreaselossesn even under intenseseaich-
basedphysical attacks.

I. INTRODUCTION

Securityhasbeenan importantresearchfocusin Wireless
SensorNetworks (WSN) recently Researchin this areahas
contributeda hostof potentialattacksin sensometworks and
effective defensesagainstsuch attacks[1], [2], [3], [4], [5],
[6], [7]. It is widely acceptedhat viability of sensometwork
applicationsin the future is closely contingenton the security
of the networks.

We denote Physical Attadks as those that result in the
physicaldestructiorof sensorstherebyrenderinghemperma-
nently nonoperationalThe signi cance of studying physical
attackscomesfrom the following factors.Physicalattacksare
inevitable threatsin sensornetworks due to the small form
factor of sensorsand the unattendedand distributed nature
of their deployment. Physicalattacksare relatively simpleto
launchand destructive In the simplestcase,the attacler can

Our focusin this paperis Seach-basedPhysical Attaks
We de ne search-baseghysicalattacksas thosethat intelli-
gently searchfor sensorsThe searchingprocessis executed
by meansof detectingsignalsemitted by the sensorsOnce
sensorsare identi ed, the attacler physically destrys the
sensorsby meansof heat, physical force and other circuit
tamperingtechniquesAnother classof attacksis one,where
the attacler attacksthe sensornetwork using brute force
approachefike bombs tanks,grenade®tc (which we studied
in [8]). However, such brute force attacks will result in
casualtiesto the deployment eld. The attacler will prefer
to conductsearch-baseghysical attacks,when it wishesto
destry sensorswhile still preservingthe deployment elds
without casualtiesSuch elds mayincludeairports,oil- elds,
battle elds etc that are of interestto the attacler.

In this paper we rst de ne a representatie search-based
physical attack model. In our attack model, the attacler
continuouslydetectssensordy meansof sighaldetectionand
physically destrys the detectedsensorsWe then proposea
Sacri cial Nodeassisteddefenseprotocol to defend sensor
networks againstsearch-baseg@hysical attacks.A sacri cial
nodeis one which detectsthe attacler to save other sensors
from destructionat the risk of it beingdetectedandphysically
destryed by the attacler. The existenceof sacri cial nodes
compensateshe weaknessof the sensors'ability to detect
the attacler by extendingthe areain which sensorsare aware
of the proximity of the attacler. The core principle of our
sacri cial nodeassistedlefenseprotocolis to tradeshortterm
local coveragefor long term global coveragethroughthe sac-
ri cial nodeassistedattack noti cation and statesswitching
of sensorsOur performancealataclearly demonstratéhat our

just drive a vehiclein the sensoreld or hurl grenades/bombs defenseapproachcan signi cantly improve the performance

in the eld and destry the sensorsA smarterattacler can
detectand destry sensorswith stealthby moving acrossthe
sensometwork. In ary casethe endresultof physicalattacks
can be quite destructve. The backboneof the network (the
sensorghemseles)is destryed. Destructionof sensoramay
alsoresultin theviolation of the network propertiegtopology,
routing structureetc). As such, a wide spectrumof impacts
may resultdueto physicalattacksandwhenleft unaddressed,
physicalattackscandestry the entiresensometwork mission.
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of sensometwork even underintenseattacks.

Il. SEARCH-BASED PHYSICAL ATTACKS
A. SensorDetectionMedhanism

In search-basecghysical attacks, the basic method the
attacler usesto identify sensorss to detectsignalsemittedby
the sensorsWe classify signalsemitted by sensorsnto two
types.Passivesignalsinclude heat,vibration,magneticsignals
that are part of the physicalcharacteristicof the sensorsin
our model, the attacler cannotvisually detectsensorsActive
signals on the other handinclude communicationmessages,
beacons,query messageghat are part of normal network
communicationsThesetwo signal types are quite different
from the perspectie of attacler's detection.Passve signals
propagatesmall ranges,and the detectionof them enables



the attacler to accuratelydetectthe location of their source
(the sensoremitting the passve signals).Active signalscan

propagatelonger distance,but the attacler can only isolate
the location of the source of an active signal within an

area.We denotethis areaas the sweepingarea Olviously,

closerthe detectedsensor(strongeractive signal detected]s,

more accurateis the isolation, and smalleris the sweeping
area.We use and to denotethe maximal distances
from wherethe attacler can detectpassve and active signals
respectiely. Thus, . In our model,if the attacler

detectsmultiple sensorsijt canstorethe locationsof multiple

sensorsn memoryavailableto it. While theattacler candetect
multiple sensorsthe target denotesthe particularsensorthat

the attacler currently proceedgo destrgy.

The ability of the attacler to detecta sensoralso depends
on the state of the sensor A sensoris Destoyed if it has
been physically destryed by an attacler. Otherwiseit is
Alive. In our model, a sensorthat is Alive can be in one
of the following three states,sleeping sensingand sending
state.A sensorcan voluntarily turn itself off and be in the
sleepingstate In this state,the sensoremits no signal and
hence cannot be detectedby the attacler (even if minute
signals are emitted while sleeping, we assumethey are
imperceptibleto the attacler). A sensorin the sensingstate
carriesout only sensingtasks,without sendingout ary active
signal. The signals emitted during sensingare just passie
signals.A sensorin the sendingstate emits both passie and
active signals.We call a sensorActiveif it is in sensingstate
or sendingstate. An active sensorcan be detectedby the
attacler via the signalsemitted by the sensor A sensorcan
instantaneouslyswitch among these three statesat will as
long asit is alive.

B. The Seach-basedPhysical Attadk Model

Model describesour search-baseghysicalattackmodel.
This modeldescribesheattacler's responseo differentevents
taking place during the attack process.Initially, the attacler
does not have ary sensorto destry. Thus, the attacler
performsa randomstraightline walk in the network eld and
keepsdetectingpassve or active signals.We use to denote
the moving speedof the attacler. In our attackmodel, if the
attacler reachegshe boundaryof the network, it is aware of
thefactandturnsin a suitabledirectionin orderto onceagain
walk into the network.

Oncetheattacler detectsa signalfrom a sensoythe attacler
rst checksthe type of signalusedto detectthe sensor;Case

. If the signalis a passie signal,the attacler rst estimates
the location of the sourceof the signal.If the attacler hasno
target, it then setsthe sensorthat emitted this signal as the
targetandwalks towardsit. Otherwise,if the attacler already
has a target which was detectedthrougha passve signal, it
immediatelyputsthe sourceof this signalinto memory If the
attacler hasa currenttarget detectedhroughan active signal,
the attacler puts the currenttarget into memoryand setsthe
newly detectedsensor(through a passve signal) to be the
target. Case : If the signal detectedis an active signal, the

Model 1 Search-baseghysicalattackmodel

1: Initialization: ;

2: while the attacler is alive do

3. switch type of event

4:  casedetecta sensor throughpassve signal:
5 : ;

1

6 AND

7: Add to ;

8: AND

9: Add to ; ;

10: casedetecta sensor throughactie signal:

11: : ;

12: :Add to

13: casereach :

14: : Directly destry

15: : Sweepthe sweepingareaof

16:  default:

17: Wheneer , walk towards ,
otherwiseperforma randomstraightline walk;

18:  endswitch

19: end while

attacler identi es the sweepingareaand put it in memory If
the attacler hasno taget whenthis active signalis detected,
the attacler setsthe sensorthat emittedthis signalto be the
current target and walks towards it. If the attacler already
has a target, it will put this newly detectedsensorand the
correspondingweepingareainto memory In our model, the
attacler at arny point in time can have only one sensoras a
targetto destry. Multiple detectedsensors/sweepirgyeascan
be put into memoryfor future targets.We denotethe memory
sizeas

Oncetheattaclerreacheshetarget,theattaclerwill destry
it. If the target was detectedby passie signal, the attacler
will destrgy the sensordirectly. If only active signalwasused
for detectingthe target, the attacler sweepgthe sweepingarea,
therebydestrging any sensoiin thatarea.Now, if the attacler
hassensorsn memory it will pick the closestsensordetected
by a passie signalasthe next targetif thereis one.Otherwise,
it chooseghe nearessensordetectecby active signalsasthe
next target. If the memorycontentis empty the attacler does
a randomstraightline walk to searchfor sensors.

C. Discussions

Our search-basedattack model presentedhere is quite
representatie. The philosophyof the attacler is to reachfor
and destry closestsensorsrst. Our model can be extended
to representa wide spectrumof physical attacks.If thereis
no searchprocessthe attacler canjust userandomsweeping
to destry sensorsThis is similar to brute force attacksthat
we modeledin [8]. Anotherspecialcaseis for the attacler to
destry only speci ¢ sensorsamongmary detectedsensors.
Such sensorscan be cluster heads,data aggreyatorsetc. In
somecasesthe attacler canaim to destry the functionality



of the sensornetwork by partitioning the sensornetwork.

Suchan attackmay be hardto conduct,asthe attacler needs
a priori knowledge of the topology communicationpattern
andrangeof sensorsin our currentmodel, we assumehere
is only one attacler. However, it can be easily extended
to multiple attaclers if there is no cooperationamong the

attaclers.Modelingmultiple attaclerswith cooperatioramong
themis part of our ongoingwork. In this paper we assume
the attacler doesnot have the capability to reachor destry

the basestation.

I1l. DEFENDING AGAINST SEARCH-BASED PHYSICAL
ATTACKS

A. DesignRationale

The primary succes<riteria of the attacler in conducting
search-basepghysicalattacksarethe coveragelossasa result
of the destryed sensors.Thus, the goal of our defenseis
to maintainnetwork performancedn termsof coverageunder
attacks.In our defenseprotocol, we assumethat the active
sensorgandetectthe attacler andnotify its neighborsbefore
being destrged. The detectioncan be achiered by detecting
signalsemitted by the attacler (motion, electromagneti@tc)
[9]. However, the detecting ability of the sensorsis less
powerful thanthatof the attacler. Thereforetheactive sensors
may only detectthe attacler after they have beendetectedby
the attacler. In this paper we do not assumehat the sensors
have ary knowledgeaboutthe attacler, including its speed ,
memorysize , signal detectionranges and

Our defenseobjective is to maximizenetwork performance
in termsof coverageundersearch-baseghysicalattacks.We

TABLE |
NOTATIONS AND DEFINITIONS

Notation De nition

Accumulatve Coverage

Effective Lifetime

Network coverageat time

Network coveragethreshold

Numberof sensordn the network

Area of the sensor eld

Active signalfrequeng

AN/SN messagéransmissiorrange

Active signal detectionrange

Passve signaldetectionrange

Rangewithin which sensorcan detectattacler

Sensois sensingrange

Attacker speed

Attacker memorysize

Setof sensoran sensor 's protectionarea

Subsetof unprotectedsensorsn set

Distancebetweensensor andsensor

Utility value of sensor

Contrikution of sensor  to

Optimal

Optimal

Utility threshold

Referenceutility value

Statesswitchingtimer parameter

Timer for SN messagef sensor

Timer from sleepingto sensingfor sensor

Timer from sleepingto sendingfor sensor

Timer from sensingto sendingfor sensor

state howeverits sacri ce helpsto protectmary othersensors,

proposea sacri cial nodeassistedapproachjn which some especiallywhen the densityin the shadedareais relatively

sensorsn the detectionrangeof the attacler chooseto stayin
sendingstateevenif they areawareof the proximity of the at-
tacker. Thesesensorgould have switchedto sensing/sleeping
statego protectthemselesfrom beingdetectedput they stay
in the sendingstateto sacri ce themselesfor othersensors.

. 4+ : Attacker
~. @ :Sensor

Fig. 1. An examplefor defenseprotocol description.

In Fig. , sensor detectsthe attacler and noti es its
neighborsjncludingsensors , and , but sensors
and arenotawareof the proximity of theattacler. If sensors

, and switchto sensing/sleepingtatesandthe attacler
choosedo moveto theright afterit destrys sensor |, sensors

, and are at risk of detection.In this situation,it is
importantfor sensor

notify sensors , and

high. We call sensor a sacri cial node The challengeis
how sensor can decidewhetherit shouldbe a sacri cial
node which will be describedn detail in SectionllI-C.

Our sacri cial nodeassistedapproachhelps to improve
the performanceof the network undersearch-baseg@hysical
attacksby extendingthe areain which sensorsare aware of
the proximity of the attacler. The existenceof sacri cial nodes
compensatethe weaknes®f the sensorsability to detectthe
attacler. We trade a few sacri cial nodesfor more sensors,
which is a core principle of our defenseprotocol. Besides,
our approachs localizedin thatthe defenseonly involvesthe
sensorsn the local areaaroundthe attacler andeachsensors
behaior is basedon its local information, which makes our
approachscalableand ef cient.

B. DefenseProtocol

In this section,we rst give a formal descriptionof our
defenseprotocol,followed by an example.The mainnotations
usedin this paperarelisted in Tablel.

1) Protocol Description: The protocolis executedby in-
dividual sensorsswitching among different statestriggered
by events,which is shaovn in Fig. . At the beginning, one

to stayin sendingstatesothatit can active sensordetectsthe attacler It sendsout an attack
beforethey are detectedSensor noti cation messag€AN messageandstaysin sendingstate.

couldhave protectedtself by switchingto sensing/sleeping Those active sensorsreceving the AN messagewill decide



1: receive AN,
not be sacrificial node
2: receive AN,
be sacrificial node
3: not receive AN,
receive SN
4: T, expires
5: T, or T, expires
6: destroyed by attacker

3
3 N\
Sending
(nonsacrificial
node)
1

Fig. 2. Statesswitchingand eventsin the defenseprotocol.

whetherto be sacri cial nodesor not basedon sacri cial
nodesdeterminatiorscheméddiscussedater).For therecipient
sensorsof the AN messagehat decidenot to be sacri cial

nodes called nonsacri cial nodes they will calculate two
timers, and , andswitch to sleepingstateimmediately
(event in Fig. ). Thesesensorawill switch backto sensing

and sendingstatesas nonsacti cial nodesafter and

expirerespectiely (event and in Fig. ). For otherrecipient
sensor®f the AN messagehatdecideto be sacri cial nodes
they will sendout sacri cial nodenoti cation message$SN
messagesyndstayin sendingstate(event in Fig. ). For the
sensorghatdo notrecevetheoriginal AN messagéut receive

at leastone correspondingSN messagethey will calculatea
timer and switch to sensingstate immediately (event
in Fig. ). Thesesensorswill switch back to sendingstate

as nonsacri cial nodesafter  expires (event in Fig. ).
Obviously, the sensorghat are destrgyed by the attacler will
switch to destryed state(event in Fig. ).

The AN messageontainsthe global ID of the sensorthat
sendsout this messagewhile the SN messagecontainsthe
global IDs of both the sensorsendingout this SN message
andthe sensoisendingout the correspondindAN messageie
assumehe attacler cannotcreatethe AN/SN messagesyhich
could be due to an existing pairwise key scheme[10]. The
detaileddescriptionof sacri cial nodesdeterminatiorscheme
is discussedn SectionllI-C. Thediscussiorof thetimers,

and , will be detailedin Sectionlll-D.

2) Example:In the following, we usean examplein Fig.
to further explain our defenseprotocol. In the beginning, all
sensorsarein sendingstateas nonsacri cial nodes Suppose
at sometime, sensor in Fig. detectsthe attacler and
sendsan AN messagdo all other sensorsin its noti cation
area.The noti cation messagecontainsthe global ID of
and the noti cation areais a circle of radius centered
at . Welet be the sameasthe sensorcommunication
range.Recallthat the attacler is more powerful thana sensor
in termsof sensingability. As such, will be detectedby
the attacler before  has detectedthe attacler. Thus it is
betterfor  to sendout AN messagénsteadof switchingto
sensing/sleepingtate.After sendingout the AN message,
will stayin sendingstate.

For the recipientsof the AN messageentby , which are

, and ,weassume and decideto be sacricial
nodeswhile  doesnot. Sensors and will eachsendout

an SN messagat differenttime. In our protocol,we apply a
randomizedlgorithmto let differentsacri cial nodessendout
SN messageat differenttime, thusalleviating the problemof
messageollision, the detail of which is discussedn Section
llI-C. After and sendoutthe SN messageghey will stay
in sendingstateas sacri cial nodes The SN messageof
containghegloballDsof and . Theusageofthismessage
is two folded. First, it is usedto updateits stateinformation
storedin its neighborsthe usageof which will be describedn
Sectionlll-C. Secondit is usedby the sensorsn its protection
areafor statesswitching,which will be describedbelow. The
protectionareaof a sensoris a circle centeredat the sensor

with radius . On the otherhand,  will calculatetwo
timers, and , andswitchto sleepingstateimmediately
After and expire, will switch backto sensingand

sending(as nonsacri cial node statesrespectiely.

InFig. , , and recevethe SN messagesentby
and , butthey did notrecevethecorrespondind\N message
sentby . They eachwill independentlycalculatea timer
and switch to sensingstateimmediately By doing so, they
are protectedfrom being detectedvia active signalssincethe
attacler may approachthem in the near future. However, it
may not be preferablefor them to switch to sleepingstate
for two reasonsFirst, this will resultin alarge coverageloss,
whichis anoverkill sincetheattaclerwill only chooseto move
in onedirection.Secondthey arealreadyin the protectionarea
of . They maybenoti ed of the approachingf the attacler
by  beforetheir own passie signalsare detectedand then
switch to sleepingstatein time.

C. Sacri cial NodesDetermination

It is obvious that a sensoris more preferableto becomea
sacri cial nodeif it canprotectmoresensorsWe usea utility
function to measurehe preferenceor a sensor being
asacri cial node Our sacri cial nodesdeterminatioris based
on this utility function calculatedby eachsensor

1) Derivation of Utility Function . Intuitively, a sensor
is more preferableto be a sacri cial nodewhen there exist
more sensorsin its protectionarea.In Fig. is more
preferablethan becauseit can potentially protect more
sensorsThus,a simple utility functionis given by,

@)

in which  denotesthe set of sensorsn the protectionarea
of sensor and denoteghe size of the set

It may seemobvious that a sensorwith high utility value
is always preferableto be a sacri cial node However, if two
sensordoth have high utility valuesandthey arecloseto each
other it is not preferablefor both of themto be sacri cial
nodes The reasonis that the protectionareasof both sensors
have much overlap. Selectingthe secondone as a sacti cial
node brings little extra bene t. Besides,it incurs more risk
sinceboth of thembecomepotentialtargetsnow. A reasonable
modi cation is given by,

)

in which  denotesthe setof sensorsn the protectionarea



of sensor that are not in the protectionareaof ary other

sacri cial nodeknown by  and denoteghe size of the
set .If inFig. isasacricial node whichis known by
sensor via the SN message, will not be countedin the

calculationof the utility function for

Furthermore,we obsere that in calculating the utility
function of a sensor , the relative distancesof the sensors
in from sensor also make difference.In Fig. , we
assumethe attacler moves to the right after it destrgs
Comparedwith , , which is closerto , is more likely
to be detectedbefore  detectsthe attacler and sendsout an
AN messageln this casethe contritution of  to the utility
functionof  shouldbe smallerthanthatof . Recallthat
the sensorshave no knowledge of the sensingrangesof the

attacler, thereforewe weigh the contrikution of  to ,
denotedas , by the distancebetween and , denoted
by . The distancebetweenneighboringsensorscan be

obtainedby sensorfocalizationschemeg11]. Thuswe obtain
the following utility function,

®3)

In the ideal situation,assumingall sensorsave full knowl-
edgeaboutthe attacler, a sensor cancalculatewhich of its
neighborsare alreadydetectedby the attacler andshould
not be consideredn . We denotethe ideal assuming
full knowledgeof the attacler as anddenote as
the optimal . Theoreml statesthatthe utility functionin
( ) is optimalin termsof minimizing the expectedmeansquare
error between and underthe assumptiorthat the
sensorshave no a priori knowledge of the sensingability of
the attacler. Before stating the Theorem,we introduce the
following Lemma.

Lemmal: —— is optimal amongall functions
of the form in terms of minimizing the
expectedmeansquareerror between and

We now stateour theorembelow.

Theoem1: The utility function — s
optimalin termsof minimizing the expectedmeansquaresrror
between and

Theoreml canbe proved usingLemmal. Due to lack of
spacewe omit the proof here.For detailedproof, referto [12].

In (3), if wereplace by asetwith sizebeingthe average
number of neighborsfor a sensorand replace the weight
—— by themaximumweight , we obtainapproximateupper

boundfor , which is denotedby . The expressionof
is given by,
4
in which is the numberof sensorsin the network and

is the areaof network. Since is a subsetof the setof all
neighborsof sensor , the value of is usually smaller
than the averagenumberof neighborsfor a sensor Besides,
theweightis nomorethan . Thus,theutility valueof asensor
is generallysmallerthan

2) Sacri cial NodesDeterminationSdeme: We now de-
scribethe criterionusedby a sensoto decidewhetheiit should
be a sacri cial node basedon its utility value. Intuitively,
a sensorthat has certain high utility value should becomea
sacri cial node thusan empiricalthreshold is necessary
here. The sensorswhose utility values are above will
becomesacri cial nodes The value of liesin theinterval
[, ]. Similar to the utility function, an ideal utility
thresholdis impossibleto obtainwithout the knowledgeof the
attacler information.We will investigatethe issueof choosing
areasonable in future work.

After the discussiorof sacri cial nodedeterminatiorcrite-
rion, we will describethe schemeusedby recipient sensors
of an AN messagdor sacri cial nodesdeterminationSince
it is possiblethat multiple sensorshave initial utility values
larger than , we introduce a randomizedalgorithm here
to prevent the collision of SN messagesnd deal with the
problemof protectionareaoverlap.After rst calculatingthe
utility function, the sensorswhoseutility valuesare smaller
than will switch to sleepingstate.Other sensorsgcalled
candidatesacri cial nodes will calculatea randomdelayand
seta timer (denotedby ). It is given by,

. (5)
where is arandomnumberuniformly distributedin [ , ] and
is an adjustableparameterideally, shouldbe assmall
aspossibleto avoid a large delay of SN messages-However
it should be comparableto the transmissiontime of an SN
messageo avoid collision amongdifferent SN messagesA
candidatesacri cial nodewill sendout an SN messageafter
its timer expires and then becomea sacri cial node Thus,
the sensowith higherutility valuegenerallywill sendout SN
messagesarlier After receving an SN messagea candidate
sacri cial node who has not sentout its SN messagewill
cancelits timer and adjustits utility valueaccordinglyby ( ).
If the new valueis lessthan , it will switch to sleeping
state.Otherwise,it will calculatea new delayandseta timer
as above. This processiteratesuntil eachrecipientsensorof
the AN messageitherbecomesa sacri cial nodeor switches
to sleepingstate.

D. StatesSwitting Timers

Recall that the attacler will proceedto destry other de-
tected sensorsin its memory or choosea randomdirection
to move if its memory is empty The sensorsthat receve
the AN/SN messagesannotaccuratelypredictthe movement
of the attacler. In the protocol describedabove, we let the
sensorstriggeredby events and in Fig. immediately
switch to sleepingand sensingstatesrespectrely. This could
be a conserative scheme.The sensorsmay switch to sens-
ing/sleepingstatetoo earlyor evenunnecessarilif theattacler
never approacheshem, but this guaranteeghey will not be
detectedby the attacler. Any delay in statesswitching will
de nitely incur a risk. On the principle of beingconsenrative,



we determinethe timers , and

by,
(6)
)

in which, is an adjustableparameterWe let the sensors
switch backto sensing/sendingtatesat differenttime. Other
wise, it will incur morerisk if the attacleris still nearbywhen
the sensorsswitch back to sensing/sendingtate altogether
Ideally, the value of  dependson the attacler information
suchas speed memorycontentand sensingability. However,
the sensorshave no knowledgeaboutthis, so they needto be
consenative in estimatingthe valueof , which canbe based
ontheknowledgeof maximumspeedandsensingability of the
attacler. We will investigateheissueof choosingareasonable
in future work.

E. Discussions

In our defenseprotocol, we assumethe sensorsan detect
the attacler. We would lik e to point out thatevenif the sensor
doesnot have the ability to detectthe attacler remotely it may
still beableto sendan AN messaggustbeforebeingdestryed
via somehardwaretriggeringmechanismin the casewhenthe
destrged sensoris not ableto sendout AN messagéefore
destructionjts neighborscan usesomesensorfault detection
methodq13], [14] to detectthe destrgyed sensorandsendout
AN messagéor it.

In our protocol, we do not assumethat the sensorshave
a priori knowledgeaboutthe attacler information. However,
someattaclerinformationsuchas and may be ob-
tainedeitherby run-timemeasurementsr off-line knowledge.
In casetheseinformationis known or a good estimationlike
upperboundis available for the sensorswe can even obtain
optimal utility thresholdand optimal timers, which is one of
our future work.

IV. PERFORMANCE EVALUATIONS
A. PerformanceMetric and SimulationSettings

In order to evaluatethe performanceof sensornetworks
undersearch-basephysicalattackswe de ne a novel metric,
namely AccumulativeCoverage (AC). is de ned as the
integrationof the network coverageover the effectivelifetime
of the sensornetwork. Network coverageis de ned as the
percentagef the sensoreld thatis in the sensingrangeof
at least one active sensor and effective lifetime is the time
period until whenthe sensometwork becomesonfunctional
becausehe coveragefalls below a systemrequiredthreshold

. Denoting coverage(t) as the network coverageat time
and , asthe effective lifetime, we have,

(8)

We believe that is an effective metric to measurethe
performancef a sensomnetwork in mary situationssinceit ef-
fectively combinedoth coverageandlifetime, two of the most
importantperformancemetricsin sensometworks. A general

metric commonly usedin the literatureis effective lifetime,
which is de ned as the maximumtime period during which
the coverageis above a certainthresholdand thus considers
both coverageand lifetime. However, it is not representatie
enoughfor situationswhere for the sameeffective lifetime,
a sensornetwork with a high coveragecan provide more
accurateinformation than one with a lower coverage.Our
metric, notonly considersoveragethresholdandlifetime,
but is alsomorerepresentatie of reallife situations.Thus
is the basic metric we useto evaluatethe performanceof a
sensometwork undersearch-baseghysicalattacks.
In our simulation, the sensornetwork areais a
square,in which sensorsare randomly uni-
formly distributed. The active signalsare generatedollowing
a constantfrequeny , which may collide with the AN/SN
messagesl|f a collision happens,all paclets involved are
lost and no lost paclket will be retransmitted.The following
are the default values of specic parametersused in the
simulations, unlessotherW|sestated = _
; ; maximum sweeping
arearadius = ; ;
; ; Each
point of datain the gures is the averagevalueof the results
from multiple simulationswith different randomly generated
network topologies.

B. Sensitivityof the Defenseto SensorNetwork Parametes

In thefollowing, we investigatehe sensitvity of thedefense
in terms of performanceimprovementto two key network
parametersiamelysensordensityandactive signalfrequeng.
We choosetwo standardvalues, and , for | the
numberof sensorsyhile the sizeof the sensingeld is x ed.
The correspondingveragenumbersof neighborsof a sensor
arearound and respectiely, which correspondgo a
relatively sparsenetwork andarelatively denseone.Theactive
signal frequeny  rangesfrom one per secondgso one
per  secondswhich capturesthe samplingratesof most
sensornetwork applications.We do not shav the simulation
resultswith other valuesof the network parameterdue to
spacdimitation. Interestedeadersanreferto [12]. However,
the datawe reporthereare representatie.

Fig. 3 shows that decreasesvhen increase®or when

decreasesWhen is large, more sensorsare detected,
hence is smaller When is large, the coverageis large
dueto large sensordensityand moreredundang of coverage.
An interestingobsenationis that, thereexistsa thresholdof
When is smallerthan the threshold, decreaseslowly
with the increaseof . However, when is larger than the
threshold, decreasesharplywith the increaseof . The
reasonwhy thereexists a thresholdof is, when is small,
sensorssendout active signalsinfrequently so most sensors
aredetectedhroughpassve signals.In this case,jncreasing
doesnot changethe factthatfew sensorsare detectedhrough
active signals.Contrarily, when is above the threshold most

1We assuméhe sweepingareais acircle, theradiusof which is proportional
to the distancebetweenthe attacler and the detectedsensar



sensor@redetectedy active signalsdueto the high frequeng
of active signalsandthefactthat islargerthan . In this
case,active signalsdominateshe effectivenessof attackand
increasing will signi cantly increaseahe attackeffectiveness.
The existenceof a thresholdfor  can help the network
designerto choosea reasonable to make a good tradeof
between andthe throughput/delayf the network. While
asmall helpsto improve the resilienceof the network and
, it may decreasehe network performanceby reducing
the throughputandincreasinghe communicatiordelay of the
network. A reasonable shouldbe smallerthan but closeto
thethresholdwhich canachieve reasonabléevel of while
introducinglittle compromiseo the network throughput/delay
Thevalueof thethresholddepend®ntheattaclerinformation.
In casetheattaclerinformationis known or a goodestimation
like upperboundis available for the sensorsywe may obtain
the value of the threshold,which is one of our future work.

C. Sensitivityof the Defenseto Attadk Parametes

In thefollowing, we investigatehe sensitvity of thedefense
to two key attackparametersyhich areattacler moving speed,
, andthesizeof the attacler memory . Wevary from

and , Which coversthe rangeof the moving
speedof most robots and human beings. For , we will
investigatetwo extremecases, and .Welet be

to representhe extreme casewhen no detectedsensorswill
be ignoreddueto the limitation of memorysize.
Fig. 4 shows that, decreasewiith the increase®f both
and . A large cansignicantly decrease  because
a fastattacler canvisit a larger areawithin a certainamount
of time, thus detectand destry more sensors.The second
obsenation is, the trend of the decreaseof over the

increaseof follows an almostlinear patternwhen defense
is applied, but decreasesnuch more sharply with the
increaseof  when thereis no defense.This con rms the

effectivenessof our defenseprotocol underpowerful attacks.
Thethird obsenationis thatthe improvementof provided
by our defenseprotocolis moresigni cant for large . Thisis
becausewhen is small,somesensorsnay switchto sleeping
statemuchearlierbeforetheattacler comesandswitchbackto
sensing/sendingtatebeforethe attacler leaves, which incurs
a relatively low improvement.As mentionedbefore, this
problemcanbe alleviatedif the sensorsareableto detectthe
speedof the attacler and adjustthe statesswitching timers
accordingly Speeddetectionby sensorscan be achieved via
multiple samplingsat differenttime. When increasespur
consenative statesswitching ensureghat the sensorswill not
switch backtoo early, which increaseghe improvement.
The fourth obsenation is, is not so sensitve to  as
to . We obsene that only the initial increaseof helps
the attacler to decrease  signi cantly. When s larger
than that, there is little extra help for the attacler. This is
becausejn most situations,the numberof active sensorsn
the detectionrangeof the attacler is limited dueto the sensor
density Therefore the attacler cannotdetectmary sensorsn
most of the time, thuslarger memoryis not so useful.
We do not reportthe sensitvity of performanceo and
in this paperdue to spacelimitation. Interestedreaders
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-4 no defense; N=2000 - no defense; N=4000
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Fig. 3. Performanceomparisonsinderdifferentnetwork parameters.
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Fig. 4. Performanceomparisonsinderdifferent attackparameters.

canreferto [12]. Basically theincreaseof either and
decreases . Furthermorethe performancemprovementis
more signi cant underincreasing and/or values.

V. RELATED WORK

Security in WSNs is a broad area. A good overview of
security in WSNs is presentedin [1]. In [2], a surey on
sensornetwork routing protocol vulnerabilities and defense
schemesagainstseveral electronic attacksare explored. Our
work is different from the above in that physical attacks
destry sensorcompletely unlike mary otherattacks,where
thesensorareonly affectedpartially in termsof functionality.
In aprior work, we have identi ed andmodeledblind physical
attacks[8]. In [8], we studiedthe issue of deployment of
sensorsn asensometwork to meetlifetime requiremenunder
blind physicalattacks.Our focusin this paperis search-based
physicalattacks,which is quite differentfrom blind physical
attacks.

A type of attack relatedto physical attacksis jamming
attacks[3], [15], wherethe attacler jams or interfereswith
theradio frequencieghat sensor(spreusing.Physicalattacks
are quite different from jamming attacksin that jamming
only causesa loss of operationfor the attackduration,while
physicalattacksresultin irreversiblesensordestructions.

In some cases, attaclers can compromise sensorswith
malicious intent. For instance,attaclers can extract crypto-
graphic secrets,replacethem with malicious sensorsunder
the control of the attacler etc. To protect against sensor
tampering,one defenseinvolves tamperproo ng the nodes
physicalpackagd3]. Anotherclassof work like [16] focuses
on building tamperresistanthardware to make the memory
contentsinaccessibléo attaclers. While the above work tries
to protectsensors'physical security via improved hardware,



which may not be always achievable underpowerful physical
attacks,we proposea defenseprotocol that doesnot assume
ary indestructiblehardware and can alleviate the destruction
of physicalattackssigni cantly.

Li et al. [17] proposea distributed algorithm for guiding
a user acrossa sensornetwork. The user can communicate
with the sensorsand thus avoid some dangerareasin the
network. Corke et al. [18] study a deployment problem in
sensornetwork in which autonomousaerial vehicles com-
municatewith sensorsdeployed and determinethe gapsin
connectvity, which is usedfor a later repairprocessin these
works, sensorshelp users,which could be human beings,
robotsor autonomouserial vehicles,achiese certaingoal via
communication.In this paper we are addressinga different
problem,in which sensorgooperatavith eachotherto defend
againstattacksvia local communication.

Gui et al. [19] study the trade-of betweenpower con-
sumption and quality of suneillance in event tracking. In
[19], sensorsarounda moving event notify other sensorsin
the neighborhoodsuch that the sensorsnearby which are
in low power surwillance state, can switch to high power
tracking statein time to achieve good quality of surweillance
with minimum power consumption.Constantevent speedis
assumedn [19]. A similar work is [20], in which sensors
cooperatewith each other via messagesso that only the
sensorsarounda moving event arein tracking state.In [20],
the speedand moving direction of the event are assumed
to be known/measurableby the sensors.While the attack
noti cation and statesswitchingin our defenseprotocolbear
some similarities with the abose work, we have one extra
constraintminimizing the numberof messagefor noti cation
that canbe detectedby the attacler. The fundamentatradeof
betweencooperatiorvia messageand minimizing numberof
messagebeing detectedandthat betweenproviding sensing
coverageandavoiding beingdetectednakesour problemmore
challenging.Besidesin our model, sensorsdo not possesary
attacler knowledge,like speedmoving directionetc.

VI. CONCLUSIONS

In this paperwe addressethe issueof search-baseghysi-
cal attacksin sensometworks andtheir defense Speci cally,

we rst modeleda representatie instanceof search-based

physical attacks.We then proposea sacri cial nodeassisted
defenseprotocol to defendagainstsearch-base@hysical at-
tacks.The core principle of our defensds to tradeshortterm
local coveragefor long term global coveragethroughthe sac-
ri cial nodeassistedattack noti cation and statesswitching
of sensorsWe studiedperformancempactsbasedon a novel
metric that we de ned, namely the Accumulatve Coverage
(). Our simulation resultsdemonstratedhat our defense
protocol signi cantly improves sensornetwork performance
even underintensesearch-baseghysicalattacks.To the best
of our knowledge, ours is the rst work that identi es the
problem,models anddefensef search-baseghysicalattacks.
We however believe that this is just animportant rst stepin
this regard.Our currentongoingwork is focusingon studying
multiple cooperatie physicalattaclers.

(1]

(2]

(3]
(4]

(5]
(6]

(7]

(8]

El

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

REFERENCES

A.Perrig, J.Stankvic, and W.David, “Security in wireless sensor
networks; in Communication®f the ACM, Vol 47, No. 6, June2004,
pp. 53-75.

C.Karlof and D.Wagney “Securerouting in wirelesssensornetworks:
Attacksand countermeasurésijn Proceedingf the 1stIEEE Interna-
tional Workshopon SensoiNetworkProtocolsand Applications(WSM),
May 2003.

A.D.Wood and J.A.Stankvic, “Denial of servicein sensometworks;
in IEEE Computey October2002, pp. 54—62.

A.Perrig, R.Szevczyk, J.D.Tygar V.Wen, and D.E.Cullef “Spins:
Security protocols for sensornetworks; in Proceedingsof the 7th
Annuallnternational Confeenceon Mobile Computingand Networking
(MobiCom) July 2001.

John R. Douceur “The sybil attack, in Proceedingsof the 1st
International Workshopon Peerto-Peer SystemsMarch 2002.
J.Nevsome,E.Shi, D.Song,and A.Perrig, “The sybil attackin sensor
networks: Analysis and defenses, in Proceedingsof the 3rd Inter-
national Symposiumon Information Processingin SensorNetworks
(IPSN) April 2004.

Y.C.Hu, A.Perrig,and D.B.Johnson;'Paclet leashesA defenseagainst
wormholeattacksin wirelessad hod networks; in Proceedingsf the
22nd Annual Joint Confeenceof the IEEE Computerand Communica-
tions Societies(INFOCOM), April 2003.

X.Wang, W.Gu, S.ChalleppanK.Schoseck,and D.Xuan, “Lifetime
optimizationof sensometworks underphysicalattacks, in Proceedings
of IEEE InternationalConfeenceon Communication$lCC), May 2005.
P.Dutta, M.Grimmer, A.Arora, S.Bibyk, and D.Culler, “Design of
a wireless sensornetwork platform for detectingrare, random, and
ephemeralevents; in 4th International Confeence on Information
Processingn SensorNetworks(IPSN) April 2005.

Z.Yu and Y.Guan, “A key pre-distritution schemeusing deployment
knowledge for wireless sensor networks; in Proceedingsof the
4th ACM/IEEE International Confeenceon Information Processingn
SensorNetworks(IPSN) April 2005.

C.Wang, L.Xiao, and J.Rong, “Sensor localization in an obstructed
ervironment, in Proceedingsof the 1st IEEE/ACM International
Confeenceon Distributed Computingn SensoiSystem¢DCOSS)June
2005.

W.Gu, X.Wang,S.ChellappanandD.Xuan, DefendingagainstPhysical
Attadksin SensoMNetworks The Ohio StateUniversity The Department
of ComputerScienceand Engineering,TechnicalReport,2005.

K.Xing M.Ding, D.Chenand X.Cheng, “Localized fault-tolerantevent
boundarydetectionin sensornetworks; in Proceedingsof the 24th
Annual Joint Confeenceof the IEEE Computerand Communications
SocietieINFOCOM), March 2005.

K.Lai S.Marti, T.J.Giuli and M.Baker, “Mitigating routing misbehaior
in mobile ad hoc networks; in Proceedingsof the 6th Annual Inter-
national Confeenceon Mobile Computingand Networking(Mobicom)
August2000.

A.D.Wood,J.A.Stankvic, andS.H.Son,"Jam: A jammed-areanapping
servicefor sensometworks; in Communication®f the ACM, Vol 47,
No. 6, June2004,pp. 53-75.

R.J.Andersomand M.G.Kuhn, “Low cost attackson tamperresistant
devices, in SecurityProtocols— Proceedingsf the 5th International
Workshop 1997.

Q.Li, D.R.Michael,and R.Daniela, “Distributed algorithmsfor guiding
navigation acrossa sensometwork;” in Proceedingf the 9th Annual
International Confeenceon Mobile Computingand Networking(Mobi-
Com) SeptembeR003.

P. Corke, S. Hrabar R. PetersonD. Rus,S. Saripalli,andG. Sukhatme,
“Deploymentandconneciiity repairof a sensonetwith a ying robot;
in Proceedingsof the 9th International Symposiumon Experimental
Robotics(ISER) June2004.

C.Gui and PMohapatra, “Power conseration and quality of suneil-
lancein target tracking sensornetworks; in Proceedingsof the 10th
Annuallnternational Confeenceon Mobile Computingand Networking
(MobiCom) Septembel004.

Q.Huang, S.BhattacharyaC.Lu, and G.C.Roman, “Far: Face-avare
routing for mobicastin large-scalesensometworks; to appeaiin ACM
Transaction®n SensorNetworks, 2005.



