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Abstract: Wireless ad-hoc networks are vulnerable to several sgdhritats. How to collect, exchange,
and process data in a secure manner and reliably are key isssiech systems. At University of Kentucky,
we are investigating security issues in wireless ad-howaorés and this white paper will discuss initial
results toward development of new methods for authenticaidr in-network data aggregation that will
withstand various attacks,

1 Introduction

In recent years, there has been an increasing number otafptis of cyber physical systems (CPSs) that
use wireless ad-hoc networks to monitor and process meal-tiata that are spread in distributed environ-
ments. These applications include homecare medical assessystems that monitor readings from sensors
worn by people (e.g., blood pressure and heart rate) andrseplaced inside the living space, large-scale
monitoring projects by environmental scientists, tragkapplications that monitor locations of a number
of objects, and a variety of safety, security and surveikamstances including transportation (e.g., air,
rail, highways), public utilities (e.g., water, gas, et@gty, nuclear power stations), buildings and gathering
places (airports, train stations, shopping malls, fodtigines), and military surveillance applications. Rout-
ing and data delivery in wireless ad-hoc networks are pldguieh numerous security issues, like selective
forwarding, sinkholes, HELLO floods, wormholes, bogus imgtinformation and Sybil attacks [2, 3, 8].
How to collect, deliver, and process data in a secure arabtelmanner key to the success of these applica-
tions.

At University of Kentucky, we are investigating some of tley kissues in the security of ad-hoc wireless
networks [1, 2, 3, 4, 5, 4, 6]. In this white paper, we discusiail results for authentication for in-network
data aggregation for energy-efficient secure transfer t@af. da

2 Security and Power Conservation in Robust Routing

Minimizing power consumption inherently improves the rstmess of wireless ad-hoc networks by reducing
node failure rate and maintaining connectivity of the nekv&ommunication in wireless ad-hoc networks
is an energy intensive operation. We are investigating paeaservation in wireless ad-hoc networks by
introducing the idea of in-network aggregation.

In-Network Aggregation Support for State-less Routing

With a state-less routing protocol, the process of datadodimg and routing are performed simultaneously
and are not distinct processes. A node wishing to send dai@rdothe base station selects a favorable
neighbor based on attributes of the sensor nodes like geltiged location and energy status and forwards
data to the best candidate neighbor. However, currentigsserouting protocols like IGF [9] and Feedback



Based Forwarding (FBF) [7] are not geared toward routing ressgnce of data aggregation. When in-
network aggregation is desired, each intermediate nodédiveards data for a neighbor must first convince
all its other neighbors to forward their data through itselfl then allow a sufficient wait time to gather all
information from nodes to perform aggregation. To achidig, twe are building a state-less, or minimal
state, routing protocol where, unlike in conventional esfass protocols, candidate neighbor selection not
only depends on the most favorable attributes of a node batad whether a node was previously selected
by one of its other neighbors in the past. Also we are desigmechanisms that will allow a forwarding
node to determine a suitable waiting period to gather avaait data from neighbors without relying on any
type of time synchronization mechanism that requires reaarce of state.

We are conducting research to address the following ctggienHow do we build a routing protocol
that supports in-network aggregation while requiring miai state? In-network aggregation requires sensor
nodes to be aware of an aggregating node. At the same timeggaagating node needs to determine a
suitable waiting period to gather all data from its neiglsbbefore forwarding. State-less or minimal state
routing in presence of data aggregation can be achievedghrdevelopment of new techniques for selecting
neighboring candidates to forward data, that leverage latye gained through passive listening, combined
with techniques used in IGF and FBF.

Authentication for In-Network Aggregation

Routing in ad hoc networks is plagued with security issug8,[8]. Given low computation and communica-
tion capabilities along with limited energy resources ka@é to mobile nodes, building security solutions
to avoid these attacks becomes an increasingly challengslg Since mobile nodes have performance
constraints, cryptographic protocols must be lightweiglouiring minimal processing and communication
overhead, while maintaining a desired level of securityly@nhandful of state-less secure routing proto-
cols for ad-hoc sensor networks exist in the literature tvimiclude Secure Implicit Geographic Forwarding
(SIGF) [10] and Feedback based Secure Routing (FBSR) [%th Bese protocols have their drawbacks.

We are building a secure state-less, or at worst a minimtd,stauting protocol that does not require
a priori distribution of keys and extends hop-by-hop autication to provide end-to-end authentication as
well. Unlike prior secure state-less schemes like SIGF &B8H, we are addressing significantly different
routing objectives of routing in presence of in-networkadaggregation and the resulting security problems.
To address security issues, we will use MACs to provide anfittetion of data and develop techniques to
prevent replay attacks without synchronization betweeteso

Assume sensor nodes are arranged in the form of a logicaldoted at the base station. After a query
is broadcast, a good practice is to allow nodes that are dastdop from the base station (leaf nodes)
to respond first and aggregate the data from intermediatesnaslit is propagated toward the base station.
Traditional hop-by-hop authentication using MACs wouldiga a linear increase in communication and
verification overhead as the data is propagated.

We advocate using aggregate MACs each internal node canigeiitdbown MAC with the MACs of its
children before sending the data toward the base stati@ygifegation can be performed while maintaining
the size of the MAC, then such a compression would reducedhmeranication overhead significantly. In
addition, if the aggregation technique maintains the \eiifon cost of the resulting MAC, then significant
performance improvement can be achieved. Thus, aggregaAt@esMan be used to significantly improve
communication and processing complexity in secure inféionaaggregation schemes [11, 12, 13]. We have
tackled a similar problem in the past relating to secure icagt feedback acknowledgement, and secure
DSR, where we demonstrated a significant improvement irogeegnce by using multisignatures [14, 15].

We are conducting research to address the following chggien

e How can we build a MAC aggregation scheme where the verifinatost is constant, irrespective
of the number of participants? In the aforementioned schesrdfication costs increases linearly
with the number of participants. While MAC aggregation teigues exist that result in constant
verification cost, they often rely on expensive exponeiotiabperations.



e How can we build a MAC aggregation scheme where intermediadies can verify thaggregate-so-

far MAC? The aforementioned scheme requires the base statgirate a key with each node on the
path that the data traverses and does not support verificattiotermediate nodes.

e How do we bootstrap security in sensor networks? The bagtgtrocess involves distribution of keys

to nodes in a secure manner, possibly establishing infiedex] keys among nodes, and is essential for
cryptographic authentication in sensor networks. Mostisemuting schemes assume an out-of-band
distribution of keys and pay little attention to this issue.
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