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1 Introduction

Compromises in sensor networks are a serious problem, but nogeneral framework
exists for modeling compromises. Sensors may be static or mobile, and are often de-
ployed in groups for reliability [1, 2, 3]. One must ensure the integrity of both data re-
ports and that of data in transit [4, 5, 6, 7]. When two sensorsdo not share a preloaded
key, they may establish apath key using an intermediary. The resilience of a key estab-
lishment scheme is inversely related to the number of path keys it creates.

Previous schemes [8, 9, 10, 11, 1, 2, 12] have analyzedrandom attack, in which
attackers randomly compromise sensors. Aselective attack [2, 3], however, chooses
targets to maximize the benefits of attack. An adversary targeting a certain region will
target sensors in it. Similarly, an adversary may target sensors that hold the largest
numbers of uncompromised keys, to maximize the number of keycompromises at the
next attack step. As shown in [3], selective attacks are deadlier than random attacks.
To compromise50% of the communication links among uncompromised sensors in
a 10,000-node network under RKP, one must compromise 230 sensors under random
attack but only 160 under selective attack. Under SKRP, the attacker must compromise
200 sensors under random attack, but only 125 sensors under selective attack.

An attacker who wants to compromise links between all neighboring sensor pairs
can, at each step, target the sensorst whose compromise reveals the largest number
of unknown pairwise keys. The attacker gains all preloaded keys atst, and all path
keys mediated by st. Let [sj , sk] represent the path key betweensj andsk, and let
M(si) = {[si11 , si12 ], [si21 , si22 ], · · · } be the set of path keys mediated bysi.

2 Modeling Selective Attack With Order Statistics

We present a novel framework, based on order statistics, foranalyzing selective attacks
on sensor networks. No analysis model for selective attack has appeared in the liter-
ature, since it poses major technical challenges. We have applied our framework to
analyze the resilience of PIKE [12] and mGKE [13, 14].

Let S = {s1, s2, . . . , sns
} be the set of sensors, and letC ⊆ S andU ⊆ S be

the set of compromised sensors and uncompromised sensors, respectively. Initially,
C is empty. We define theyield YC(si) of sensorsi to capture how muchnew key
information the compromise ofsi would reveal about therest of the network, given
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(a) PIKE: Marginal yield vs.κ
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(b) mGKE: Marginal yield vs.κ

Figure 1: Marginal yields.κ is the number of compromises.

that the sensors inC have been compromised. Since all keys involving nodes inC are
already known, we define the yield as

YC(si) = M(si) \ {[sj, sk] | sj ∈ C or sk ∈ C} (1)

Under selective attack, the attacker will target the sensorst having the largest yield.
That is,YC(st) = max{YC(si)}, si ∈ U . Clearly,YC(si) would be defined differently
for different key establishment schemes.

2.1 Analytical and Experimental Results
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Figure 2: PIKE & mGKE resilience

Figures 1(a) and 1(b) show that the an-
alytical and experimental values for the
marginal yields under selective attack
match very well. Our framework for se-
lective attack captures its true characteris-
tics. As expected, the marginal yield de-
creases with the number of compromisesκ.
Figure 2 compares the resilience of PIKE
and mGKE under random attack (RA) and
selective attack (SA). As expected, SA is
more effective than RA. PIKE and mGKE
exploit the uniqueness of pairwise keys,
so their resilience decreases approximately
linearly (sub-linearly for mGKE), with the
number of compromises. In contrast [3], RKP and SRKP resilience degrades dramati-
cally after a threshold under both random and selective attack.

3 Conclusion

Our framework based on order statistics has proved effective in analyzing the effects of
selective compromises in sensor networks. No general framework for modeling selec-
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tive attack has appeared in the literature, since modeling selective attack is technically
challenging. The specifics of deriving the yield metric depend on the key establishment
scheme. However, our analytical and experimental results match very closely for both
PIKE and mGKE, demonstrating that our approach is sound and very practical.
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