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Abstract-This paper discusses an application of a neural
network in wireless sensor network security. It presents a
multilayer perceptron (MLP) based media access control protocol
(MAC) to secure a CSMA-based wireless sensor network against
the denial-of-service attacks launched by adversaries. The MLP
enhances the security of a WSN by constantly monitoring the
parameters that exhibit unusual variations in case of an attack.
The MLP shuts down the MAC layer and the physical layer
of the sensor node when the suspicion factor, the output of
the MLP, exceeds a preset threshold level. Backpropagation and
particle swarm optimization algorithms are used for training the
MLP. The MLP-guarded secure WSN is implemented using the
Vanderbilt Prowler simulator. Simulation results show that the
MLP helps in extending the lifetime of the WSN.

I. INTRODUCTION

A wireless sensor network (WSN) is a network of dis­
tributed autonomous devices that monitor physical or en­
vironmental conditions cooperatively [1]. WSNs are used
in applications such as environmental monitoring, habitat
monitoring, prediction and detection of natural calamities,
medical monitoring and structural health monitoring. WSNs
consist of a large number of small, inexpensive, disposable
and autonomous sensor nodes (also called motes) that are
deployed in an ad hoc manner for remote operations. Sensor
nodes such as MICA2 [2] have severe limitations on data
storage resources, computational capabilities, communication
bandwidth and power supply. Stringent resource constraints
and dynamic topology pose technical challenges in network
discovery, network control and routing, collaborative informa­
tion processing, querying, and tasking.

Security is an important aspect of a WSN operation. Many
types of attacks on WSNs have been devised; and many
countermeasures are proposed. This paper presents a secure
medium access control (MAC) protocol to enhance the security
of a network of MICA2 motes by detecting and counteracting
to the denial-of-service (DoS) attacks launched by adversaries.
Simulation of the WSN is carried out in Vanderbilt Prowler, a
probabilistic wireless network simulator [3]. The key parame­
ters that reflect the security level are monitored by a multilayer
perceptron (MLP) [4] implemented on each node, which stops
the MAC layer activities if it detects a security breach. The
MLP is trained using backpropagation (BP) [4] and the particle
swarm optimization (PSO) [5] algorithms. The MLP used in
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this study has a small number of trainable weights. Thus, it
is less demanding in terms of resources and suitable to be
implemented in a sensor node.

The rest of this paper is organized as follows: A survey of
the research in security issues in ad hoc and sensor networks is
presented in section II. An overview on DoS attacks and their
countermeasures is presented in section III. The MICA2 mote
and the Prowler simulation environment are outlined in section
IV. The structure of the MLP used in this study is explained
in section V. The network scenario implemented in order to
validate the secure MAC is explained in section VI. Training
of the MLP through BP and PSO is discussed in section VII.
The results obtained are presented in section VIII. And finally,
concluding remarks are made in section IX.

II. RELATED WORK

Wireless links are susceptible to eavesdropping, imperson­
ation and message distortion. Poorly protected nodes that move
into hostile environments can be easily compromised. Autho­
rization of administration becomes difficult due to dynamic
topology. The scale of deployment of a WSN requires careful
decision about trade-offs among various security measures.
These issues are discussed and mechanisms to achieve secure
communication in WSNs are presented in [6]. Various security
challenges in wireless sensor networks are analyzed and key
issues that need to be addressed for ensuring adequate security
are summarized in [7].

Secure routing is a major research area. Types of routing
attacks and their countermeasures are presented in [8]. Secure
routing in an ad hoc network is a daunting task because of
some contradictions between the nature of the network and the
associated applications. In [9], various routing protocols have
been presented with a focus on finding security vulnerabilities.
In article [10], a survey of secure ad hoc routing protocols for
mobile wireless networks is presented.

The study presented in [11] is concerned with the problem
of specifying and proving correctness of a secure routing pro­
tocol. Varieties of secure routing protocols have been presented
in [12] and [13]. A new secure routing protocol for mobile ad
hoc networks based on advanced on-demand distance vector
(AODV) [14] called AODV-SEC is presented in [15]. A
secure routing protocol, which enhances the security aspects of
AODV with a negligible byte overhead is presented in [16]. A
secure routing mechanism based on trust is presented in [17].

Security is not confined to the realm of routing algorithms
alone. Researchers have proposed several methods of securing
the MAC layer against the attacks by adversaries. DoS attacks
and their countermeasures at the CSMAICA MAC layer are
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Fig. 1. The block diagram of the MLP-based secure MAC

that a security breach is underway. If the suspicion factor is
greater than a predefined threshold level STH, then the node
shuts itself down for a preset duration To!! and saves energy,
which is its most crucial commodity. Security is distributed
throughout the network in the sense that each node has an
MLP, and only the node which suspects a security breach shuts
itself down. It is quite likely that an attack affects only one
geographical area of the network, and therefore, only the nodes
in the affected area need to be shut down. The network of
nodes that use the proposed MAC layer has this ability.

IV. THE MICA2 MOTE AND THE PROWLER SIMULATION
ENVIRONMENT

MICA, A low-cost prototype field-node family was devel­
oped at University of California, Berkeley. MICA2, an en­
hanced version of this prototype is commercially manufactured
by Crossbow Technology, Inc [2]. MICA2 includes an 8-bit,
4 MHz Atmel ATMEGA103 microcontroller with 128 kB
program memory, 4 kB RAM, and an RPM TR1000 radio chip
capable of providing 50 kbps transmission rate at 916.5 MHz.
The motes can also accommodate a set of interchangeable
sensors to measure varieties of physical parameters like tem­
perature, light and sound. MICA2 runs an embedded operating
system called TinyOS, designed to provide the necessary
services in spite of limited hardware resources. It contains a
complete network stack with bit-level error correction, MAC,
network messaging layer, and timing.

The MAC layer of MICA2 uses a the CSMA protocol. It
waits for a random duration before trying to transmit a packet
and then waits for a random back-off interval if the channel
is found busy. It keeps trying until the transmission can be
performed. This simple approach is not as effective as the
sophisticated protocols in terms of collision avoidance, but it
consumes less energy and has a low communication overhead.

The probabilistic wireless network simulator Prowler cap­
tures the event-driven nature of TinyOS. The simulator can be
set to operate either in deterministic mode or in probabilistic
mode. The latter simulates the nondeterministic nature of
the communication channel and the low-level communication
protocol of the MICA2 mote [20]. Prowler can incorporate an
arbitrary number of stationary or mobile motes and it can be
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III. SECURITY AGAINST DoS ATTACKS

The studies presented in [18] and [19] aim at detecting and
counteracting the DoS attacks launched by adversaries. DoS
attacks are classified into three groups: collision, unfairness
and exhaustion attacks. In a collision attack, the attacker
transmits data packets regardless of the status of the broadcast
medium. Such packets collide with the data or control packets
from the legitimate sensor nodes. In an unfairness attack,
the adversary transmits an unusually large number of packets
when the medium is free. This prevents the legitimate sensors
from transmitting their packets. In an exhaustion attack, the
adversary transmits an abnormally large number of RTS
packets to the normal sensor nodes, which exhausts them
prematurely. A detailed description of the attacks is presented
in [19].

Articles [18] and [19] show that DoS attacks can be detected
if abnormal variations occur in sensitive parameters such as
collision rate R; (number of collisions observed by a node per
second), average waiting time Tw (waiting time of a packet
in MAC buffer before transmission), and RTS arrival rate
(RRTS) (number of RTS packets received successfully by a
node every second).

In [18], the probability that an attack has been perpetrated is
estimated using a decision function that involves two parame­
ters, which are determined using the steepest gradient descent
algorithm. Fuzzy logic is creatively used in [19], wherein the
parameters R c , RRTS and Tw are fuzzified, and evaluated by
a fuzzy inference engine. This produces a binary output that
triggers a mechanism, which reacts to the attack. Both the
above methods are reported to extend the security and thus,
the lifetime of the WSNs.

This study extends the idea of the secure-MAC discussed
in [19] to the MICA2 nodes. The most important modification
is the use of an MLP structure to watch for a security breach.
The best values of the trainable parameters in the MLP are
determined using BP and PSO algorithms. The MLP used here
has a compact structure, and it uses modest computational and
data storage resources available in a sensor node. The MLP­
based secure MAC is illustrated in the block diagram shown
in Fig. 1.

Each sensor node in the WSN simulated in this study has
a pre-trained MLP running on its MAC layer. The critical
parameters collision rate (Rc ), packet request rate (Rr ) and
average packet waiting time (Tw ) extracted from the simulator
environment are the inputs to the MLP. The output of the MLP
represents the suspicion factor, which denotes the probability

discussed in [18] and [19]. In both these articles, the current
security level in the network is assessed by monitoring three
critical parameters: collision rate, rate of arrival of Request-to­
Send (RTS) packets, and the average waiting time of a packet
in the MAC buffer. An abnormal rise in one or more of these
parameters is construed as an attack. While the work in [18]
uses the parameters in a deterministic way, the fuzzy logic
approach is used in [19] to estimate the security and to shut
down the MAC in case of a strong suspicion of an attack.

1681

Authorized licensed use limited to: Missouri University of Science and Technology. Downloaded on January 25, 2010 at 00:46 from IEEE Xplore.  Restrictions apply. 



easily embedded into optimization algorithms. The simulator
core runs on MATLAB, which provides a fast and easy way
to build applications. It has attractive visualization effects for
easy interpretation or debugging.

A. Simulation application

The Prowler applications are event-based. The interactions
between MAC layer and the application take place through the
following aptly named events: InitApplication; Packet_sent,
Packet_received, Collided_Packet_Recieved, Clock_Tick, Ap­
plication Finished, and Application_Stopped. The application
can trigger the actions Set_Clock and Send_Packet. In addition,
debug and visualization actions can be invoked. These actions
include Print_Message, LED and Draw_Line.

B. The MAC layer

Prowler's MAC layer is modeled as a sequence of events.
When the application invokes the Send_Packet event, the MAC
layer goes idle for a random Waiting_Time, after which it
senses if the broadcast channel is free. This is the basic essence
of CSMA. If the channel is not free, the MAC layer frequently
checks it. Before each check, it waits for a Backoff_Time. Both
Waiting_Time and Backoff_Time can be random, user defined
a combination of the two. When the channel is found free, the
MAC layer transmits the constant sized packet (960 bytes), for
the Transmission_Time, and notifies the application through a
Packet_Sent report. When a packet is received, the MAC layer
reports it to the application through a Packet_Received or a
Collided_Packet_Received message as the case may be.

V. MULTILAYER PERCEPTRON

The literature shows that the MLPs are universal approxi­
mators of continuous functions for a given set of input-output
patterns [21]. The structure of a typical MLP contains an
aggregation function and an activation function. A neuron in an
MLP typically uses summation or multiplication aggregation
function, and a hard-limiter, log sigmoidal, Gaussian, or linear
activation function [4]. An MLP has a number of neuron layers
connected in a feedforward fashion. The number of neuron
layers and the number of neurons in each layer depend on the
complexity of the problem. In applications in WSNs, memory
constrains in the sensor nodes call for the neural networks
that use a small number of trainable parameters. The MLP
used in this study for the secure-MAC application has just
two neurons in the hidden layer and one neuron in the output
layer as shown in Fig. 2.

The MLP has three inputs Xl, X 2 and X 3 and a constant
bias (j. Therefore, the input vector is X = [Xl, X 2, X 3, (j] T .

The bias is set to unity ((j = 1). These inputs and the bias are
weighted and aggregated in the neurons in the hidden layer.
The two neurons in the hidden layer aggregate the weighted
inputs to produce aggregation outputs tu, i = 1 and 2, as
expressed in (1).

(3)

Output layer

Training algorithm
(BP orPSO)

Hidden layer•IInput layer

A nonlinear activation function is applied to a, to produce
the decision vector, the set of outputs of the hidden layer
neurons d = {di } , i = 1 and 2, as expressed in (2).

1
d. = (2)

(> 1 - e- a i

The outputs of the neurons in the hidden layer are presented
as the inputs to the neuron in the output layer through the
weight vector V = {VII, V12 } . The neuron in the output
layer aggregates the weighted inputs to produce its output y
as expressed in (3).

Fig. 2. The structure of the MLP used in secure MAC

Initially the weights of the neuron are set to small random
values. In a training algorithm, the training patterns are applied
one at a time, and the difference between the actual output
and the desired output is recorded as an error. After all the
patterns are applied, the mean square error over all patterns
is computed. Weights are modified in such a way that the
error is minimized. This process is iteratively repeated until
the desired mean square error is achieved.

VI. THE SCENARIO FOR THE MLP-BASED SECURE MAC
PROTOCOL

In order to demonstrate the secure MAC layer protocol
proposed in this work, a test WSN scenario is implemented
as shown in the screen-shot in Fig. 3.

The mission space is a two-dimensional plane. The deploy­
ment scenario involves 17 sensor nodes having unique IDs
from N 1 through N 17 • The nodes N 1 through N 16 are placed
in a 4 x 4 square grid. Distance between two consecutive nodes
in a column, or a row is three units. The node N 17 is initially
placed at the location having coordinates (20, 20). This node
can be moved to any location in the mission space. Each of the
nodes N 1 through N 16 attempts to transmit a packet in every
time cycle with a probability P. The higher the value of P,
the heavier the packet traffic is. However, because of random
Waiting_Time and Backoff_Time, all nodes do not transmit
simultaneously. If two nodes in a neighborhood transmit simul­
taneously, their common neighbors receive collided packets.
Each node that needs a data packet from another node sends
a request packet. The recipient node responds to the request

(1)
3

a, = L X, . Wi j + (j . Wi 4

j=l
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