A Survey of Quantification of Privacy
Preserving Data Mining Algorithms

Elisa Bertino, Dan Lin, and Wei Jiang

Abstract The aim of privacy preserving data mining (PPDM) algoriths$o ex-
tract relevant knowledge from large amounts of data whitggmting at the same
time sensitive information. An important aspect in the gesif such algorithms
is the identification of suitable evaluation criteria ané drevelopment of related
benchmarks. Recent research in the area has devoted mochteftietermine a
trade-off between the right to privacy and the need of kndggediscovery. It is
often the case that no privacy preserving algorithm exfsis outperforms all the
others on all possible criteria. Therefore, it is cruciaptovide a comprehensive
view on a set of metrics related to existing privacy presey\algorithms so that
we can gain insights on how to design more effective measemeand PPDM al-
gorithms. In this chapter, we review and summarize existhitgria and metrics in
evaluating privacy preserving techniques.

1 Introduction

Privacy is one of the most important properties that an mfdion system must sat-
isfy. For this reason, several efforts have been devotetctrporating privacy pre-
serving techniques with data mining algorithms in orderrvpnt the disclosure of
sensitive information during the knowledge discovery. €Risting privacy preserv-
ing data mining techniques can be classified according tfotlesving five different

dimensions [32]: (i) data distribution (centralized ortdizuted); (ii) the modifica-

tion applied to the data (encryption, perturbation, gelimg@ion, and so on) in or-
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der to sanitize them; (iii) the data mining algorithm whitie tprivacy preservation
technique is designed for; (iv) the data type (single da&®$t or complex data cor-
relations) that needs to be protected from disclosure;h@)approach adopted for
preserving privacy (heuristic or cryptography-based apphes). While heuristic-
based techniques are mainly conceived for centralizedetstzcryptography-based
algorithms are designed for protecting privacy in a distiglol scenario by using
encryption techniques. Heuristic-based algorithms rég@noposed aim at hiding
sensitive raw data by applying perturbation techniquedbas probability dis-
tributions. Moreover, several heuristic-based approsdbe hiding both raw and
aggregated data through a hiding technique (k-anonymiza#idding noises, data
swapping, generalization and sampling) have been devaldipst, in the context
of association rule mining and classification and, moremtgeor clustering tech-
nigues.

Given the number of different privacy preserving data ngn{PPDM) tech-
niques that have been developed in these years, there isexgiegineed of mov-
ing toward standardization in this new research area, asisigd by Oliveira and
Zaiane [23]. One step toward this essential process is tag@a quantification
approach for PPDM algorithms to make it possible to evalaat® compare such
algorithms. However, due to the variety of characteristid8PDM algorithms, it is
often the case that no privacy preserving algorithm extsts outperforms all the
others on all possible criteria. Rather, an algorithm majope better than another
one on specific criteria like privacy level, data qualityeféfore, it is important to
provide users with a comprehensive set of privacy presgmafated metrics which
will enable them to select the most appropriate privacygmasg technique for the
data at hand, with respect to some specific parameters themtarested in opti-
mizing [6].

For a better understanding of PPDM related metrics, we mkexitify a proper
set of criteria and the related benchmarks for evaluatirig\Blgorithms. We then
adopt these criteria to categorize the metrics. First, veglhe be clear with respect
to the concept of “privacy” and the general goals of a PPDM@llgm. In our so-
ciety theprivacyterm is overloaded, and can, in general, assume a wide rdnge o
different meanings. For example, in the context of the HIPRAvacy Ruleprivacy
means the individual’s ability to control who has the acdegsersonal health care
information. From the organizations point of vigujvacyinvolves the definition of
policies stating which information is collected, how it isad, and how customers
are informed and involved in this process. Moreover, theeenaany other defini-
tions of privacy that are generally related with the paticenvironment in which
the privacy has to be guaranteed. What we need is a more geledindgion, that
can be instantiated to different environments and sitnati&rom a philosophical
point of view, Schoeman [26] and Walters [33] identify thpeessible definitions of
privacy:

e Privacy as the right of a person to determine which persariatmation about
himself/herself may be communicated to others.

1 Health Insurance Portability and Accountability Act
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e Privacy as the control over access to information aboutaihes
e Privacy as limited access to a person and to all the featatated to the person.

In three definitions, what is interesting from our point oéwiis the concept of
“Controlled Information Release”. From this idea, we artheg a definition of pri-
vacy that is more related with our target could be the follayvi“The right of an
individual to be secure from unauthorized disclosure obiinfation about oneself
that is contained in an electronic repositéryerforming a final tuning of the defi-
nition, we consider privacy adhe right of an entity to be secure from unauthorized
disclosure of sensible information that are contained ireéettronic repository or
that can be derived as aggregate and complex informatiom fiata stored in an
electronic repository; The last generalization is due to the fact that the conoépt
individual privacy does not even exist. As in [23] we consit¥éo main scenarios.

The first is the case of a Medical Database where there is the toeprovide
information about diseases while preserving the patiegtity. Another scenario
is the classical “Market Basket” database, where the tctiogss related to different
client purchases are stored and from which it is possiblattaet some information
in form of association rules like “If a client buys a producthé/she will purchase
also Z with y% probability”. The first is an example where widual privacy has
to be ensured by protecting from unauthorized disclosunsitee information in
form of specific data items related to specific individualse Becond one, instead,
emphasizes how not only the raw data contained into a daabast be protected,
but also, in some cases, the high level information that @drived from non
sensible raw data need to protected. Such a scenario jsstiéidinal generalization
of our privacy definition. In the light of these considerasoit is, now, easy to define
which are the main goals a PPDM algorithm should enforce:

1. APPDM algorithm should have to prevent the discovery osg®e information.
2. It should be resistant to the various data mining tectesqu

3. It should not compromise the access and the use of nortigertkita.

4. It should not have an exponential computational compjexi

Correspondingly, we identify the following set of critebased on which a PPDM
algorithm can be evaluated.

- Privacy leveloffered by a privacy preserving technigue, which indicatew
closely the sensitive information, that has been hiddemsté be estimated.

- Hiding failure, that is, the portion of sensitive information that is nalden by
the application of a privacy preservation technique;

- Data qualityafter the application of a privacy preserving techniquesidered
both as the quality of data themselves and the quality of #te ohining results
after the hiding strategy is applied,;

- Complexity that is, the ability of a privacy preserving algorithm teeente with
good performance in terms of all the resources implied byatgerithm.

For the rest of the chapter, we first present details of eatdrierthrough analyzing
existing PPDM techniques. Then we discuss how to selectepnoytric under a
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specified condition. Finally, we summarize this chapter aumttine future research
directions.

2 Metrics for Quantifying Privacy Level

Before presenting different metrics related to privacyelewe need to take into
account two aspects: (i) sensitive or private informatian ©e contained in the
original dataset; and (ii) private information that can edvered from data mining
results. We refer to the first one as data privacy and the lasteesult privacy.

2.1 Data Privacy

In general, the quantification used to measure data priatyei degree of uncer-
tainty, according to which original private data can beiirdd. The higher the de-

gree of uncertainty achieved by a PPDM algorithm, the b#teedata privacy is pro-

tected by this PPDM algorithm. For various types of PPDM athms, the degree

of uncertainty is estimated in different ways. Accordinghe adopted techniques,
PPDM algorithms can be classified into two main categoriesrriktic-based ap-

proaches and cryptography-based approaches. Heuréstedbapproaches mainly
include four sub-categories: additive noise, multiplicahoise, k-anonymization,

and statistical disclosure control based approaches. &t fehows, we survey rep-

resentative works of each category of PPDM algorithms avidwethe metrics used

by them.

2.1.1 Additive-Noise-based Perturbation Techniques

The basic idea of the additive-noise-based perturbaticdmique is to add random
noise to the actual data. In [2], Agrawal and Srikant usesdalitige-noise-based
technique to perturb data. They then estimate the probabiktribution of origi-
nal numeric data values in order to build a decision treestias from perturbed
training data. They introduce a quantitative measure ttuata& the amount of pri-
vacy offered by a method and evaluate the proposed methaadisagfais measure.
The privacy is measured by evaluating how closely the oaigialues of a modified
attribute can be determined. In particular, if the pertdrisalue of an attribute can
be estimated, with a confidencgto belong to an intervgh, b], then the privacy is
estimated byb — a) with confidencee. However, this metric does not work well be-
cause it does not take into account the distribution of tiggraal data along with the
perturbed data. Therefore, a metric that considers alhtfoernative content of data
available to the user is needed. Agrawal and Aggarwal [1liesfdthis problem by
introducing a new privacy metric based on the concept ofinédion entropy. More
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specifically, they propose an Expectation Maximization {HiMsed algorithm for
distribution reconstruction, which converges to the maximiikelihood estimate of
the original distribution on the perturbed data. The meam@nt of privacy given
by them considers the fact that both the perturbed indivicekeord and the recon-
structed distribution are available to the user as well ag#rturbing distribution,
as it is specified in [10]. This metric defines the average itimmal privacy of an
attributeA given other information, modeled with a random variaBleas A8,
whereh(A|B) is the conditional differential entropy &k given B representing a
measure of uncertainty inherent in the valué\pgiven the value oB.

Another additive-noise-based perturbation techniqug Ritazi and Haritsa [24].
They propose a distortion method to pre-process the dataebekecuting the min-
ing process. Their privacy measure deals with the prolighilith which the user’s
distorted entries can be reconstructed. Their goal is tarengrivacy at the level
of individual entries in each customer tuple. In other wottie authors estimate
the probability that a given 1 or 0 in the true matrix representhe transactional
database can be reconstructed, even if for many applicatienl’s and 0’s values
do not need the same level of privacy.

Evfimievski et al. [11] propose a framework for mining assdicin rules from
transactions consisting of categorical items, where tha das been randomized
to preserve privacy of individual transactions, while eimgyiat the same time that
only true associations are mined. They also provide a fodw#hition of privacy
breaches and a class of randomization operators that are marce effective in
limiting breaches than uniform randomization. Accordiadefinition 4 from [11],
an itemsef results in a privacy breach of levglif the probability that an item if
belongs to a non randomized transaction, given #igtincluded in a randomized
transaction, is greater than or equaptdn some scenarios, being confident that an
item not present in the original transaction may also beidensd a privacy breach.
In order to evaluate the privacy breaches, the approach tak&vfimievski et al.
is to count the occurrences of an itemset in a randomizeddrdion and in its
sub-items in the corresponding non randomized transadBom of all sub-items
of an itemset, the item causing the worst privacy breach aseh. Then, for each
combination of transaction size and itemset size, the vemdtthe average value of
this breach level are computed over all frequent itemsédis. iflemset size giving
the worst value for each of these two values is selected.

Finally, we introduce a universal measure of data privaeglleproposed by
Bertino et al. in [6]. The measure is developed based on [t Basic concept
used by this measure is information entropy, which is deflne@hannon [27]: let
X be a random variable which takes on a finite set of values diowpto a proba-
bility distribution p(x). Then, the entropy of this probability distribution is defith
as follows:

h(X) = =% p(x)logx(p(x)) 1)

or, in the continuous case:

h(X) = [ 1(x)logy(f(x))dx )
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wheref (x) denotes the density function of the continuous random beeia Infor-
mation entropy is a measure of how much “choice” is involvedhie selection of
an event or how uncertain we are of its outcome. It can be uweglfantifying the
amount of information associated with a set of data. The ephof “information
associated with data” can be useful in the evaluation of thexgy achieved by a
PPDM algorithm. Because the entropy represents the infismaontent of a da-
tum, the entropy after data sanitization should be higheen the entropy before the
sanitization. Moreover the entropy can be assumed as thaatieen of the uncer-
tain forecast level of an event which in our context is eviidueof the right value of
a datum. Consequently, the level of privacy inherent in #mbate X, given some
information modeled by, is defined as follows:

n(x|y) = 2=/ fxy (%y)1ogz fxjy—y (X)) dxdy ©)

The privacy level defined in equation 3 is very general. Ineor use it in the
different PPDM contexts, it needs to be refined in relatiothwbdme characteristics
like the type of transactions, the type of aggregation anON?fPnethods. In [6],
an example of instantiating the entropy concept to evalteggrivacy level in the
context of “association rules” is presented.

However, it is worth noting that the value of the privacy ledepends not only on
the PPDM algorithm used, but also on the knowledge that aclat has about the
data before the use of data mining techniques and the releithis knowledge in
the data reconstruction operation. This problem is undledl for example, in [29,
30]. In [6], this aspect is not considered, but it is posstbletroduce assumptions
on attacker knowledge by properly modelivig

2.1.2 Multiplicative-Noise-based Perturbation Technique

According to [16], additive random noise can be filtered osihg certain signal
processing techniques with very high accuracy. To avoid fhibblem, random
projection-based multiplicative perturbation technigjb@s been proposed in [19].
Instead of adding some random values to the actual datagmanthtrices are used
to project the set of original data points to a randomly chdsever-dimensional
space. However, the transformed data still preserves ntatibteal aggregates re-
garding the original dataset so that certain data miningstés.g., computing inner
product matrix, linear classification, K-means cluster@mgl computing Euclidean
distance) can be performed on the transformed data in abditgd environment
(data are either vertically partitioned or horizontallytgeoned) with small errors.

In addition, this approach provides a high degree of privagarding the origi-
nal data. As analyzed in the paper, even if the random madteix the multiplicative
noise) is disclosed, it is impossible to find the exact vahifethe original dataset,
but finding approximation of the original data is possibleeTvariance of the ap-
proximated data is used as privacy measure.
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Oliveira and Zaiane [22] also adopt a multiplicative-nelsesed perturbation
technique to perform a clustering analysis while ensurirtpe& same time privacy
preservation. They have introduced a family of geometrta ttansformation meth-
ods where they apply a noise vector to distort confidentiadenical attributes. The
privacy ensured by such techniques is measured as the sui#ference between
the actual and the perturbed values. This measure is givdfaifX — Y), whereX
represents a single original attribute anthe distorted attribute. This measure can
be made scale invariant with respect to the variancé b expressing security as
Sec=Var(X -Y)/Var(X).

2.1.3 k-Anonymization Techniques

The concept ok-anonymization is introduced by Samarati and Sweeney inJ28p

A database ik-anonymous with respect to quasi-identifier attributesetao$ at-
tributes that can be used with certain external informatioidentify a specific in-
dividual) if there exist at least transactions in the database having the same values
according to the quasi-identifier attributes. In practinegrder to protect sensitive
datasef, before releasing to the public,T is converted into a new datasket that
guarantees thk-anonymity property for a sensible attribute by performgame
value generalizations on quasi-identifier attributes.réfwee, the degree of uncer-
tainty of the sensitive attribute is at leagtkl

2.1.4 Statistical-Disclosure-Control-based Techniques

In the context of statistical disclosure control, a largenber of methods have been
developed to preserve individual privacy when releasingregated statistics on
data. To anonymize the released statistics from those thtesisuch as person,
household and business, which can be used to identify awidldil, not only fea-
tures described by the statistics but also related infdomgublicly available need
to be considered [35]. In [7] a description of the most refeyeerturbation methods
proposed so far is presented. Among these methods spégifiesigned for con-
tinuous data, the following masking techniques are desdribdditive noise, data
distortion by probability distribution, resampling, mb@ggregation, rank swapping,
etc. For categorical data both perturbative and non-geative methods are pre-
sented. The top-coding and bottom-coding techniques dtedpplied to ordinal
categorical variables; they recode, respectively, thé/lfist p values of a variable
into a new category. The global-recoding technique, imstescodes the lowest
frequency categories into a single one.

The privacy level of such method is assessed by usinglig@osure risk that
is, the risk that a piece of information be linked to a spedifatividual. There are
several approaches to measure the disclosure risk. Oneampis based on the
computation of the distance-based record linkage. An digiris assumed to try
to link the masked dataset with the external dataset usiadkéely variables. The
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distance between records in the original and the maskedetates computed. A
record in the masked dataset is labelled as “linked” or ‘8ihko 2nd nearest” if the
nearest or 2nd nearest record in the original dataset tuitrie be the corresponding
original record. Then the disclosure risk is computed agp#reentage of “linked”
and “linked to 2nd nearest”. The second approach is basedeooamputation of
the probabilistic record linkage. The linear sum assigrtmaadel is used to ‘pair’
records in the original file and the masked file. The percentdgorrectly paired
records is a measure of disclosure risk. Another approacipates rank intervals
for the records in the masked dataset. The proportion ofr@ig/alues that fall
into the interval centered around their corresponding m@sklue is a measure of
disclosure risk.

2.1.5 Cryptography-based Techniques

The cryptography-based technique usually guaranteeshighylevel of data pri-
vacy. In [14], Kantarcioglu and Clifton address the problefrsecure mining of
association rules over horizontally partitioned datangsiryptographic techniques
to minimize the information shared. Their solution is basadhe assumption that
each party first encrypts its own itemsets using commutatigyption, then the al-
ready encrypted itemsets of every other party. Later omiéiating party transmits
its frequency count, plus a random value, to its neighboi¢clvhadds its frequency
count and passes it on to other parties. Finally, a secur@anson takes place be-
tween the final and initiating parties to determine if thelfirsult is greater than
the threshold plus the random value.

Another cryptography-based approach is described in Bd¢h approach ad-
dresses the problem of association rule mining in vergiqadititioned data. In other
words, its aim is to determine the item frequency when tretitsas are split across
different sites, without revealing the contents of indiwddi transactions. The secu-
rity of the protocol for computing the scalar product is gaed.

Though cryptography-based techniques can well proteet pi@tacy, they may
not be considered good with respect to other metrics likeieffcy that will be
discussed in later sections.

2.2 Result Privacy

So far, we have seen privacy metrics related to the data mmiocess. Many data
mining tasks produce aggregate results, such as Bayesissif@rs. Although it is
possible to protect sensitive data when a classifier is naoetsd, can this classifier
be used to infer sensitive data values? In other words, dgordating results violate
privacy? This issue has been analyzed and a framework i®gedpn [15] to test
if a classifierC creates an inference channel that could be adopted to ierfisitive
data values.
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The framework considers three types of data: public datag@essible to ev-
ery one including the adversary; private/sensitive dajar(tist be protected and
unknown to the adversary; unknown data (U), not known to theeesary, but the
release of this data might cause privacy violation. The éaork assumes that S
depends only on P and U, and the adversary has attnaega samples of the form
(pi,s). The approach to determine whether an inference chanrsgségicomprised
of two steps. First, a classifi€y is built on thet data samples. To evaluate the im-
pact of C, another classifie€; is built based on the sanmedata samples plus the
classifierC. If the accuracy ot; is significantly better tha@;, we can say that
provides an inference channel far

Classifier accuracy is measured based on Bayesian classifiesror. Suppose
we have a datasékg, ..., X}, and we want to classify; into m classes labelled as
{1,...,m}. Given a classifie€:

C:x—C(x)e{l,....m}, i=1...,n

The classifier accuracy f@ is defined as:

3

Pr(C(x) # jlz=j)Pr(z=j)
1

J

wherezis the actual class label gf. Since cryptography-based PPDM techniques
usually produce the same results as those mined from thealriptaset, analyzing
privacy implications from the mining results is particuiarportant to this class of
techniques.

3 Metrics for Quantifying Hiding Failure

The percentage of sensitive information that is still disred, after the data has
been sanitized, gives an estimate of Hiding failure parameter. Most of the de-
veloped privacy preserving algorithms are designed wighgtbal of obtaining zero
hiding failure. Thus, they hide all the patterns considesexdsitive. However, it is
well known that the more sensitive information we hide, therennon-sensitive
information we miss. Thus, some PPDM algorithms have beesntty developed
which allow one to choose the amount of sensitive data thatldhbe hidden in
order to find a balance between privacy and knowledge disgolver example, in
[21], Oliveira and Zaiane define thading failure (HF) as the percentage of re-
strictive patterns that are discovered from the sanitizgdlzhse. It is measured as

follows: #Re(D)
HF = —— 4
#Re(D) “
where #Rp(D) and #Rp(D’) denote the number of restrictive patterns discovered
from the original data bade and the sanitized databaérespectively. IdeallyH F
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should be 0. In their framework, they give a specification dfszlosure threshold
@, representing the percentage of sensitive transactiansté not sanitized, which
allows one to find a balance between the hiding failure andhthmber of misses.
Note thatp does not control thiiding failuredirectly, but indirectly by controlling
the proportion of sensitive transactions to be sanitize@#&zh restrictive pattern.

Moreover, as pointed out in [32], it is important not to fargfeat intruders and
data terrorists will try to compromise information by usiveyious data mining al-
gorithms. Therefore, a PPDM algorithm developed againsiraqular data mining
techniques that assures privacy of information, may nairaimilar protection
against all possible data mining algorithms. In order tosjote for a complete eval-
uation of a PPDM algorithm, we need to measure its hidingifailagainst data
mining techniques which are different from the techniqus the PPDM algorithm
has been designed for. The evaluation needs the consaterdtia class of data
mining algorithms which are significant for our test. Altatiwely, a formal frame-
work can be developed that upon testing of a PPDM algorithainsg pre-selected
data sets, we can transitively prove privacy assurancééwhole class of PPDM
algorithms.

4 Metrics for Quantifying Data Quality

The main feature of the most PPDM algorithms is that they lysuaodify the
database through insertion of false information or throtighblocking of data val-
ues in order to hide sensitive information. Such pertudmatechniques cause the
decrease of the data quality. It is obvious that the more ltla@ges are made to the
database, the less the database reflects the domain okinfEnerefore, data qual-
ity metrics are very important in the evaluation of PPDM tages. Since the data
is often sold for making profit, or shared with others in th@éof leading to inno-
vation, data quality should have an acceptable level atcuprlso to the intended
data usage. If data quality is too degraded, the releasedais is useless for the
purpose of knowledge extraction.

In existing works, several data quality metrics have beepgsed that are either
generic or data-use-specific. However, currently, themoisnetric that is widely
accepted by the research community. Here we try to identifgtaf possible mea-
sures that can be used to evaluate different aspects of dalitygin evaluating the
data quality after the privacy preserving process, it candasul to assess both the
quality of the dataresulting from the PPDM process and theality of the data
mining results The quality of the data themselves can be considered aseaajen
measure evaluating the state of the individual items coathin the database after
the enforcement of a privacy preserving technique. Theityuafl the data mining
results evaluates the alteration in the information thaktsacted from the database
after the privacy preservation process, on the basis ofiteaded data use.
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4.1 Quality of the Data Resulting from the PPDM Process

The main problem with data quality is that its evaluationgkative [18], in that it
usually depends on the context in which data are used. Iicpkat, there are some
aspects related to data quality evaluation that are heeslyed not only with the
PPDM algorithm, but also with the structure of the databasé, with the mean-
ing and relevance of the information stored in the databdte respect to a well
defined context. In the scientific literature data qualitygénerally considered a
multi-dimensional concept that in certain contexts ineshboth objective and sub-
jective parameters [3, 34]. Among the various possible rpatars, the following
ones are usually considered the most relevant:

- Accuracy it measures the proximity of a sanitized value to the oagualue.

- Completenesst evaluates the degree of missed data in the sanitizethasta

- Consistencyit is related to the internal constraints, that is, thetieteships that
must hold among different fields of a data item or among datastin a database.

4.1.1 Accuracy

The accuracy is closely related to thdormation lossresulting from the hiding
strategy: the less is the information loss, the better igltte quality. This measure
largely depends on the specific class of PPDM algorithms. hatwollows, we
discuss how different approaches measure the accuracy.

As for heuristic-based techniques, we distinguish theo¥alhg cases based on
the modification technique that is performed for the hidingcess. If the algorithm
adopts a perturbation or a blocking technique to hide bathared aggregated data,
the information loss can be measured in terms of the dissiityilbetween the orig-
inal dataseD and the sanitized one’. In [21], Oliveira and Zaiane propose three
different methods to measure tdéessimilarity between the original and sanitized
databases. The first method is based on the difference betivedrequency his-
tograms of the original and the sanitized databases. Tlomdaunethod is based on
computing the difference between the sizes of the sanitia¢gbase and the orig-
inal one. The third method is based on a comparison betweeoathtents of two
databases. A more detailed analysis on the definition ofrdlilssity is presented
by Bertino et al. in [6]. They suggest to use the followingnfioda in the case of
transactional dataset perturbation:

Diss(D,D') = Zinlgrgi(liilj—(igof(i)l -

wherei is a data item in the original databa3and fp(i) is its frequency within the
database, wheredss the given data item after the application of a privacysere
vation technique andp (i) is its new frequency within the transformed database
D’. As we can see, the information loss is defined as the ratige®st the sum of
the absolute errors made in computing the frequencies afeines from a sanitized
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database and the sum of all the frequencies of items in tiginatidatabase. The
formula 5 can also be used for the PPDM algorithms which addpbcking tech-
nique for inserting into the dataset uncertainty about seersitive data items or
their correlations. The frequency of the iteérelonging to the sanitized datag't
is then given by the mean value between the minimum frequehtlye data item
i, computed by considering all the blocking values assatiaih it equal to zero,
and the maximum frequency, obtained by considering all thestion marks equal
to one.

In case of data swapping, the information loss caused by anistie-based algo-
rithm can be evaluated by a parameter measuringlée confusiorintroduced by
the value swappings. If there is no correlation among tHemifit database records,
the data confusiorcan be estimated by the percentage of value replacements exe
cuted in order to hide specific information.

For the multiplicative-noise-based approaches [19], thedity of the perturbed
data depends on the size of the random projection matri>emeigl, the error bound
of the inner product matrix produce by this perturbatiorhteque is 0 on average
and the variance is bounded by the inverse of the dimensiprwdlthe reduced
space. In other words, when the dimensionality of the randmjection matrix is
close to that of the original data, the result of computing itmer product matrix
based on the transformed or projected data is also closeetactinal value. Since
inner product is closely related to many distance-basedcesde.g., Euclidean dis-
tance, cosine angle of two vectors, correlation coeffic@ntvo vectors, etc), the
analysis on error bound has direct impact on the mining teffthese data mining
tasks adopt certain distance-based metrics.

If the data modification consists of aggregating some ddtzesgathe informa-
tion loss is given by the loss of detail in the data. Intuliyyén this case, in order
to perform the hiding operation, the PPDM algorithms useestype of “General-
ization or Aggregation Scheme” that can be ideally modeted tiee scheme. Each
cell modification applied during the sanitization phasegshe Generalization tree
introduces a data perturbation that reduces the genenmalaaycof the database. As
in the case of th&-anonymity algorithm presented in [28], we can use the ¥ollo
ing formula. Given a databade with Na fields andN transactions, if we identify
as generalization scheme a domain generalization higr&thwith a depthh, itis
possible to measure theformation losgIL) of a sanitized databage¢* as:

¥ 1= 1=1 |GTpj
IL(TY) = —————" 6
=" ©
where <1 represent the detail loss for each cell sanitized. For pitiechniques

GTaj
based ‘onAs‘ampIing approach, the quality is obviously relatehe size of the con-
sidered sample and, more generally, on its features.

There are some other precision metrics specifically dedifpr-anonymization
approaches. One of the earliest data quality metrics isdbas¢he height of gener-
alization hierarchies [25]. The height is the number of 8rifee original data value
has been generalized. This metric assumes that a gengoalipm the data rep-
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resents an information loss on the original data value. &foeg, data should be
generalized as fewer steps as possible to preserve maxinilityn bHlowever, this
metric does not take into account that not every generadizateps are equal in the
sense of information loss.

Later, lyengar [13] proposes a genelass metric(LM). SupposeT is a data
table withn attributes. The_M metric is thought as the average information loss of
all data cells of a given dataset, defined as follows:

T R -1
a T[-n

LM(T*)

In equation 7,T* is the anonymized table &f, f is a function that given a data
cell valueT*i][]j], returns the number of distinct values that can be generilia
T*[i][j], andg is a function that given an attribug, returns the number of distinct
values ofA;.

The next metricclassification metrigCM), is introduced by lyengar [13] to
optimize ak-anonymous dataset for training a classifier. It is definethasum of
the individual penalties for each row in the table normalibg the total number of

rowsN.
_ 3 all rows Penaltyrow r)

S ®)
The penalty value of row is 1, i.e., rowr is penalized, if it is suppressed or if its
class label is not the majority class label of its group. ®thee, the penalty value
of row r is 0. This metric is particularly useful when we want to budldlassifier
over anonymous data.

Another interesting metric is thaiscernibility metri¢DM) proposed by Bayado
and Agrawal [4]. This discernibility metric assigns a peynab each tuple based
on how many tuples in the transformed dataset are indigghgble from it. Let
t be a tuple from the original tabl€, and letGr«(t) be the set of tuples in an
anonymized tabld* indistinguishable front or the set of tuples iff x equivalent
to the anonymized value of ThenDM is defined as follows:

DM(T") = tZ Gr=(1)] (9)

CM(T*)

Note that if a tuple has been suppressed, the siz&gf(t) is the same as the size
of T*. In many situation, suppressions are considered to be mpsnsive in the
sense of information loss. Thus, to maximize data utilitplé suppression should
be avoided whenever possible.

For any given metriéM, if M(T) > M(T'), we sayT has a higher information
loss, or is less precise, thanln other words, data quality df is worse than that of
T'. Is this true for all metrics? What is a good metric? It is n@yet® answer these
kinds of questions. As shown in [20GM works better tha.M in classification
application. In additionl-M is better for association rule mining. It is apparent that
to judge how good a particular metric is, we need to assooiatgudgement with
specific applications (e.qg., classification, mining assian rules).
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The CM metric and the information gain privacy loss ratio [12] arerminter-
esting measure of utility because it considers the posaitidication for the data.
Nevertheless, it is unclear what to do if we want to build sifisrs on various at-
tributes. In addition, these two metrics only work well ittkdata are intended to
be used for building classifiers. Is there a utility metriattivorks well for vari-
ous applications? Having this in mind, Kifer [17] proposasitity measure related
to Kullback-Leibler divergence. In theory, using this maas better anonymous
datasets (for different applications) can be producede&ebers have measured
the utility of the resulting anonymous datasets. Prelimjirrasults show that this
metric works well in practical applications.

For the statistical-based perturbation techniques whichta hide the values
of a confidential attribute, the information loss is badictite lack of precision in
estimating the original distribution function of the givetiribute. As defined in [1],
the information loss incurred during the reconstructioresfimating the density
function fx (x) of the attributeX, is measured by computing the following value:

(o= 58| [

that is, half of the expected value of horm betweerfx (x) and fo(x), which are
the density distributions respectively before and afterapplication of the privacy
preserving technique.

When considering the cryptography-based techniques whizhyaically em-
ployed in distributed environments, we can observe thatdoenot use any kind of
perturbation techniques for the purpose of privacy présgninstead, they use the
cryptographic techniques to assure data privacy at eazbitmiting the informa-
tion shared by all the sites. Therefore, the quality of d&teesl at each site is not
compromised at all.

() &(x)\dx] (10)

4.1.2 Completeness and Consistency

While the accuracy is a relatively general parameter in thetn be measured with-
out strong assumptions on the dataset analyzed, the cangtet is not so general.
For example, in some PPDM strategies, e.g. blocking, thepteteness evaluation
is not significant. On the other hand, the consistency requw determine all the
relationships that are relevant for a given dataset.

In [5], Bertino et al. propose a set of evaluation parameatesisiding the com-
pleteness and consistency evaluation. Unlike other tgclesi their approach takes
into account two more important aspects: relevance of data@ucture of database.
They provide a formal description that can be used to magh#yaggregate infor-
mation of interest for a target database and the relevandatafquality properties
of each aggregate information and for each attribute iraivn the aggregate in-
formation. Specifically, the completeness lack (denote@lslt) is measured as
follows:
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n

CML= %(DMG.Ni .CV-DMG.N;.CW) (12)
=

In equation 11, DMG is an oriented graph where each mgds an attribute class.
CV is the completeness value a@W is the consistency value. The consistency lack
(denoted as CSL) is given by the number of constraint viohetioccurred in all the
sanitized transaction multiplied by the weight associatéd every constraints.

n m
CSL= Z)(DMG.SG.CSV DMG.SG.cw) + ZO(DMG.CCJ- .csv-DMG.CC;j.cw)
i= J=

12)
In equation 12¢svindicates the number of violationsw is the weight of the con-
straint, SG describes a simple constraint class, & describes a complex con-
straint class.

4.2 Quality of the Data Mining Results

In some situations, it can be useful and also more relevantaate the quality of
the data mining results after the sanitization processs Kinid of metric is strictly
related to the use the data are intended for. Data can bezadaity order to mine
information in terms of associations among single datastento classify existing
data with the goal of finding an accurate classification of esta items, and so
on. Based on the intended data use, the information lossasumed with a specific
metric, depending each time on the particular type of kndgdemodel one aims to
extract.

If the intended data usage is data clustering, the infoonatiss can be measured
by the percentage of legitimate data points that are noteledisified after the san-
itization process. As in [22], a misclassification erkd¢ is defined to measure the
information loss.

Mg — %iucmsteﬁf(D) — [Clustef (D)) (13)

whereN represents the number of points in the original datdsistthe number of
clusters under analysis, af@lustef(D)| and|Clustet(D’)| represent the number
of legitimate data points of the ith cluster in the originataseD and the sanitized
dataseD’ respectively. Since a privacy preserving technique ugnadidify data for
the sanitization purpose, the parameters involved in th&teting analysis is almost
inevitably affected. In order to achieve high clusteringldy, it is very important to
keep the clustering results as consistent as possiblecbaifot after the application
of a data hiding technique.

When quantifying information loss in the context of the otdeta usages, it
is useful to distinguish betweeiost informationrepresenting the percentage of
non-sensitive patterns (i.e., association, classifinatides) which are hidden as
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side-effect of the hiding process; and thifactual informationrepresenting the
percentage of artifactual patterns created by the adoptealcp preserving tech-
nigue. For example, in [21], Oliveira and Zaiane define twdriog misses cost
andartifactual patternwhich are corresponding tost informationandartifactual
informationrespectively. In particular, misses cost measures theeptage of non-
restrictive patterns that are hidden after the sanitingtimcess. This happens when
some non-restrictive patterns lose support in the datathaseto the sanitization
process. The misses cost (MC) is computed as follows:

_ #~Rp(D) —#~ Re(D))
#~ Re(D)

where #~ Rp(D) and #~ Rp(D’) denote the number of non-restrictive patterns dis-
covered from the original databaBeand the sanitized databaBérespectively. In

the best casaylC should be 0%. Notice that there is a compromise between the
misses cost and the hiding failure in their approach. Theemestrictive patterns
they hide, the more legitimate patterns they miss. The ottedric, artifactual pat-
tern (AP), is measured in terms of the percentage of the @sed patterns that are
artifacts. The formula is:

MC (14)

P [PNP|
P/
where|X| denotes the cardinality of. According to their experiments, their ap-

proach does not have any artifactual patterns,ARis always O.

In case of association rules, the lost information can beeteadas the set of
non-sensitive rules that are accidentally hidden, refetoeasl ost rul es, by
the privacy preservation technique, the artifactual imfation, instead, represents
the set of new rules, also knowngkost rul es, that can be extracted from the
database after the application of a sanitization technique

Similarly, if the aim of the mining task is data classificatje.g. by means of
decision trees inductions, both the lost and artifactuarination can be quantified
by means of the corresponding lost and ghost associaties ddrived by the clas-
sification tree. These measures allow one to evaluate tihddaigl information that
are extracted from a database in form of the widely-usedeniee rules before and
after the application of a PPDM algorithm.

It is worth noting that for most cryptography-based PPDMbalms, the data
mining results are the same as that produced from unsahiiae.

AP = (15)

5 Complexity Metrics

Thecomplexitymetric measures the efficiency and scalability of a PPDMrélyo.
Efficiency indicates whether the algorithm can be executéd good performance,
which is generally assessed in terms of space and time. Spgogements are
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assessed according to the amount of memory that must beattbn order to
implement the given algorithm.

For the evaluation of time requirements, there are severoaches. The first
approach is to evaluate the CPU time. For example, in [2&]; fiist keep constant
both the size of the database and the set of restrictiverpattand then increase
the size of the input data to measure the CPU time taken by afgrithm. An
alternative approach would be to evaluate the time req@rgsin terms of the
computational cost. In this case, it is obvious that an é@lgorhaving a polynomial
complexity is more efficient than another one with exporamomplexity. Some-
times, the time requirements can even be evaluated by couthiie average number
of operations executed by a PPDM algorithm. As in [14], thégrenance is mea-
sured in terms of the number of encryption and decryptionaijms required by
the specific algorithm. The last two measures, i.e. the coatipnal cost and the
average number of operations, do not provide an absolutsureebut they can be
considered in order to perform a fast comparison amongrdiftealgorithms.

In case of distributed algorithms, especially the crypapdwy-based algorithms
(e.g. [14, 31]), the time requirements can be evaluatedrmmgef communication
cost during the exchange of information among secure psatgsSpecifically, in
[14], the communication cost is expressed as the number sfages exchanged
among the sites, that are required by the protocol for sgcooenting the frequency
of each rule.

Scalability is another important aspect to assess the performance ocD&¥PP
algorithm. In particular, scalability describes the eéfitiy trends when data sizes
increase. Such parameter concerns the increase of bottriparice and storage
requirements as well as the costs of the communicationsrezgby a distributed
technique with the increase of data sizes.

Due to the continuous advances in hardware technology ampunts of data
can now be easily stored. Databases along with data warehdoday store and
manage amounts of data which are increasingly large. Ferrd@son, a PPDM
algorithm has to be designed and implemented with the chyaddihandling huge
datasets that may still keep growing. The less fast is theedse in the efficiency
of a PPDM algorithm for increasing data dimensions, theebe#t its scalability.
Therefore, the scalability measure is very important iredatning practical PPDM
techniques.

6 How to Select a Proper Metric

In previous section, we have discussed various types ofeaefn important ques-
tion here is “which one among the presented metrics is the ratevant for a given
privacy preserving technique?”.

Dwork and Nissim [9] make some interesting observationsualois ques-
tion. In particular, according to them in the case of sta@étdatabasegrivacy
is paramount, whereas in the case of distributed databasggich the privacy is
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ensured by using a secure multiparty computation techrfignetionalityis of pri-
mary importance. Since a real database usually containgat@amber of records,
the performance guaranteed by a PPDM algorithm, in termisnaf &nd communi-
cation requirements, is a not negligible factor, as weltssrend when increasing
database size. Thaata qualityguaranteed by a PPDM algorithm is, on the other
hand, very important when ensuring privacy protection aithdamaging the data
usability from the authorized users.

From the above observations, we can see that a trade-oficedly help us to
state a unique value measuring the effectiveness of a PPDMitim. In [7], the
score of a masking method provides a measure of the tradeebffeen disclosure
risk and information loss. It is defined as an average betweeranks of disclosure
risk and information loss measures, giving the same impoeao both metrics. In
[8], aR-U confidentiality map is described that traces the impact solasure risk
R and data utilityd of changes in the parameters of a disclosure limitation otkth
which adopts an additive noise technique. We believe thah@ex assigning the
same importance to both the data quality and the degree \@gyriensured by a
PPDM algorithm is quite restrictive, because in some cdatere of these param-
eters can be more relevant than the other. Moreover, in onicopthe other pa-
rameters, even less relevant ones, should be also takeadoooint. The efficiency
and scalability measures, for instance, could be discatimig factors in choosing
among a set of PPDM algorithms that ensure similar degregsivacy and data
utility. A weighted meanould be, thus, a good measure for evaluating by means of
a unique value the quality of a PPDM algorithm.

7 Conclusion and Research Directions

In this chapter, we have surveyed different approachesinsadhluating the effec-
tiveness of privacy preserving data mining algorithms. foderiteria is identified,
which areprivacy leve] hiding failure, data qualityandcomplexity As none of the
existing PPDM algorithms can outperform all the others wétspect to all the crite-
ria, we discussed the importance of certain metrics for spekific type of PPDM
algorithms, and also pointed out the goal of a good metric.

There are several future research directions along the fwgyamtifying a PPDM
algorithm and its underneath application or data mining.t&@mne is to develop a
comprehensive framework according to which various PPDybrithms can be
evaluated and compared. It is also important to design gostdes that can better
reflect the properties of a PPDM algorithm, and to develogherark databases for
testing all types of PPDM algorithms.
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